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GENERAL QUESTIONS OF SELECTION AND APPLICATION OF COMMUNICATION
PROTOCOLS OF «<SMART HOUSE» SYSTEM

Annotation: The article considers SMART technology, in particular smart house and basic
communication protocols used for data exchange. Smart house technology additionally bears the
name «home automation». Home automation in modern conditions allows the user or consumer to
flexibly manage and independently configure the system, depending on the requirements of the user.
One of the stages of customization of smart home technology is the selection of communication
protocol for data exchange within the smart home system.

To implement data exchange in smart home technology, it is necessary to properly approach
the choice of communication protocols. Smart home technology uses several types of devices:
controllers, sensors, acoustics. Since not all devices support existing protocols, there are also unique
devices that support several of the existing protocols. There are several protocols used in smart
home technology: ZigBee, Z-Wave, Wi-Fi.

In this article the analysis of two main wireless protocols operating at high frequencies,
namely ZigBee and Z-Wave. Correctly selected protocols implement fast data transmission without
loss. In addition, it will be possible to realize the needs of the user or user, which are set by the
system.

Key words: protocol, Z-Wave, ZigBee, wireless technology, smart home, home automation.

Introduction

In the period of automation of all spheres of human activity, issues of management of
household appliances that provide a comfortable existence of the person, which is defined as the
concept of «Smart House», become relevant. This concept is dynamically developing, as the
technologies that provide it, do not stand still, new devices, devices and gadgets appear to improve
and comfort human life.
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The concept of construction and development of «Smart Home» technology involves the joint
work of all components of the smart home system using wired or wireless communication [1, 2]. The
control of devices included in the «Smart Home» structure can be realized with the help of various
communication devices, including portable, for example, smartphones. In this case, it is not the brand
of smart home devices and their controls that will be decisive, but the protocols between them,
because it is communication protocols that determine the qualitative and quantitative characteristics
of the interaction of components of the hardware and software of the smart home.

Conditions and methods of research

Based on the above, the properly selected protocol of interaction gives the opportunity to
complete the system «Smart Home» with the products of various manufacturers, for example, Xiaomi
security system and Apple video surveillance camera and allows to organize their interaction [3, 4].

Thus, many smart devices support several universal standards and protocols, such as Z-
Wave (Figure 1) and ZigBee (Figure 2). These protocols are designed specifically for home
automation, they provide security and versatility [4].

Telecom

Figure 2 — ZigBee protocol management

Both protocols belong to the cellular network category, which means that the communication
within them has the possibility of reaching its destination in several ways. They also reduce the
likelihood of failure and ensure safety by ensuring that when a host is damaged, the message is
redirected to the nearest available device within the network. This network algorithm is made
possible by arranging a network in which each device is connected to several other devices.

If you look at the protocols separately, then the Z-Wave (Figure 1) works in the frequency
range up to 1 GHz, and this is convenient, because the potential interference in this band is
significantly less than in the 2.4 GHz frequency range on which Wi-Fi and Bluetooth work. An
additional advantage of the protocols are small time delays when passing short commands [5-8].

The ZigBee protocol, unlike Z-Wave, provides the ability to select a routing algorithm
depending on the network state and program requirements (Figure 2). Like the Z-Wave protocol,
ZigBee provides increased security and low power consumption, which means long-term offline
operation of network devices [9, 10].

Research results
The protocols reviewed are open protocols and are increasingly supported by companies
such as Xiaomi. Alliances have already formed around both protocols, which include manufacturers
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of smart home systems. The list of companies is extremely wide, it can be found on official sites Z-
Wave and ZigBee [4-9].

Wireless data transmission technologies Z-Wave and ZigBee are a real find not only for the
«smart home» systems, but also for modern smart devices in general. Solutions for intelligent home
system, combined through Z-Wave and ZigBee protocols, provide huge opportunities for a modern
apartment or private house, as an individual project of the system «smart home» allows you to create
your own rules of interaction between devices with your unique software [4-10].

Discussion of research results

Thus, we can conclude that the described communication protocols are reliable and
comfortable solutions not only for users, but also developers. The protocol structure provides
sufficient coverage to operate the system over large areas with an ideal signal quality.

Conclusion

In conclusion, | would like to say that in recent times there have been many multi rotary
controllers that simultaneously combine several wireless technologies of the smart home. Therefore,
manufacturers try to harmonize competing protocols and give users more freedom to create
intelligent home networks. The most popular combination is simultaneous support for Z-Wave,
Zigbee and Bluetooth Smart in one device. Today, the wireless technology market for a smart home
is changing rapidly. Only the requirements for the power consumption of the device, digital security,
network fault tolerance, the device’s anti-interference capability, ease of connection and
interoperability of products of the same communication standard remain unchanged. When choosing
the basis for a smart home, you need to carefully weigh all these factors.
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OBLUUE BOMNPOCHI BbIBOPA U MPUMEHEHUA NPOTOKOJIOB CBA3N CUCTEMbI
«YMHbI OOM»

B cmambse paccmampusaemcsi mexHonoauss SMART, @ yacmHocmu ymHbIlU 0om (SMART
HOUSE) u ocHosHble rpomokorsbl c853u, ripumeHsiembie Onsd obmeHa OaHHbIMU. TexHoroaus
YMHbIU oM OOMOHUMEIbHO HOCUM HauMeHo8aHue «OOMalwHsIs asmomMamu3ayusi». [JomawHss
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asmomamu3sayusi 8 COBPEMEHHbIX yCI08USIX 0380J19em 1051b308amerto unu nompebumernto 2ubko
yrnpaensame U caMocmosimesibHO Hacmpaueampe cucmemy, 8 3asucumocmu om mpebogaHuli
nonb3ogamerns. OOHUM U3 3mariog HacmpoUKU MmexHosno2uu yMHbIU Oom, sersemcsi 8bibop
rpomokorna ces3u 0rs obMeHa 0aHHbIMU 8HYmMpu cucmeMbl yMHbIU OOM.

Lns peanusayuu obmeHa OaHHbIMU 8 MEXHOI02uU YyMHbIU AoM, HeEOb6XO0OUMO MpPasusibHO
rnodolimu K ebibopy rMPomokosioe c¢es3u. B mexHonoauu ymHbIU GOM UCMOMb3YMCS HECKOJIbKO
muroe ycmpolicme: KOHmposiepbl, 0am4yuku, akymamopbl. Tak Kak He ece ycmpolcmea
rnoddepxkusarom cyuwiecmsyrowue npomokona, HO ©Obigarom U YyHUKalbHble ycmpolcmea,
rnoddepxkusaroujue HECKOMbLKO U3 cywecmsyouwux npomokonos. Cyuwecmsyem HECKObKO
MPOMOKOI108, NMPUMEHSIeMbIX 8 MexHOI02uU yMHbIU dom: ZigBee, Z-Wave, Wi-Fi.

B 0daHHoOlU cmambe npoudsedeH aHanu3 08yX OCHO8HbIX 6ecripO800HbIX [POMOKOII0S,
pabomarouwux Ha BbICOKUX 4Yacmomax, a UMeHHo ZigBee u Z-Wave. [lpasurnbHO 6blbpaHHbIe
npomokorbl peanusyrom bbicmpyro nepedady OaHHbIx 6e3 rnomepb. Kpome smoeo, rnoseosisim
peanusogams nompebHocmu rnonb3oeamerns unu nompebumerssi, Komopble 3adaromcsi cucmeme.

Knroyeenle cnoea: npomokor, Z-\Wave, ZigBee, 6ecripogo0HbIe mexHO102uuU, YMHbILU AoM,
domaliHsIs asmomMamua3auusi.
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AKbINAbl YA XXYXECI YLUIH BAI?IJ'IAHbIC XATTAMAJIAPbIH TAHOAY XOHE KOJNIAAHY
BOUDBIHLUA XAJMNbl CYPAKTAP

Makanada SMART mexHonoausinapbl, amarn atmkaHO0a, akblriObl YU MEeXHOM02USIChI
(SMART HOUSE) xxeHe Oepekmep anmacy ywiH KordaHblnambiH Hezi3ei balnaHbIiC xammamarnapbl
mariKblnaHadbl. AKbIObl Yl MexHoo2uschkl «ylidi asmomammaHObipy» OeceH amrneH 0e besneisi.
BamaHayu xardalinapOa yudi asmomammaHObipy natdanaHywbira Hemece mymbIHyWbIFa
natiGanaHywhblHblH mananmapbsiHa 6alnaHbicmbl XxyleHi ukemdi backapyra xeHe Oepbec
KOHGpuaypauusnayra mymMkiHOik 6epedi. Akbindbl yli MexHo102usiCbiH opHamy Ke3eHOepiHiH bipi-
cmapm yU xyueciHOe Oepekmep anmacy ywiH 6alnaHbiC xammamacbiH maHdOay 60sbin
mabbinadsl.

AKbInObi yli mexHorioausicbiHOa depekmep anmacyObl Xy3eae acbipy yWiH Oypbic b6alnaHbic
rnpomokondapbiH maHday Kaxxemmiriei mybiHOalobl. AKbl10bl Yl MEXHOI02USIChl KypbliFbliapObiH
bipHewe mypiH natidanaHalbl: KOHMPOIepiep, ceHcoprnap, akymamoprnap. ©umkeHi 6aprbiK
Kypbinfbinap 6ipdeli KondaHbicmarbl bap xammamanapOsl Kosndal bepmelidi, bipak bipHewe
rnpomokondapdbi KosidalimbiH yHUKaNOb! Kypbinfsinap 0a 6ap. Akbindbl yi mexHonoausics! bipHewe
xammamanapdel natidanaHaodkl: ZigBee, Z-Wave, Wi-Fi.

byn makanada ZigBee xoHe Z-Wave cusikmbl xoFapbi Xuinikmepde XymbiC icmelmiH eki
Hezi3al cbIMcbI3 Xxammamanap mandaHaosl. [ypbic maHOanraH xammamarnap Oepekmepdi
)XofFanmnad, xblndam mackiMandaydbl xy3eze acbipadbl. COHbIMEH Kamap, onap Xyuede
KepcemineeH naddanaHywbl HEMece mymbiHyWbl KaXXemminikmepiH Xy3eae acbipyra MyMKiHOIK
bepedi.

Tylin ce3dep: xammawma, Z-Wave, ZigBee, cbiMcbl3 mexHonoausinap, akbinobl yu, yudi
asmomammaHObIpy.
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