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MODELING AND ANALYSIS OF INTERFERENCE IN WIRELESS DATA TRANSMISSION
SYSTEMS

Abstract: This paper presents a hardware and software platform for modeling and analyzing
interference in wireless data transmission systems aimed at studying the reliability and stability of modern
wireless communication networks. The relevance of the research is driven by the rapid growth of Internet of
Things devices, the active deployment of Wi-Fi and 5G technologies, and the increasing requirements for
communication quality and reliability under external electromagnetic interference conditions. The main
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objective of the study is to develop a universal tool for generating, simulating, and analyzing different types of
interference in wireless communication channels with real-time visualization capabilities.

The hardware architecture includes a transmitter, receiver, and interference generator implemented
on ESP32 microcontrollers. Software for controlling device parameters and simulation scenarios was
developed in the C++ programming language using the Arduino IDE environment. Data exchange between
system modules is organized through the WebSocket protocol within a unified Wi-Fi network, enabling
synchronous real-time transmission and processing of signals. The paper describes the electrical schematics
of the developed devices, the interaction architecture of the modules, and the operating algorithms of the
system components.

The proposed platform makes it possible to simulate electromagnetic, noise, and adjacent-channel
interference, analyze the influence of amplitude modulation on data transmission quality, and evaluate the
stability of wireless communication channels. Experimental testing confirmed the effectiveness of the
developed model and the operational reliability of the system. Due to its flexible architecture, the platform can
be adapted for research on Wi-Fi, Bluetooth, and ZigBee technologies and can be effectively used in scientific
and educational laboratories for developing and testing new interference mitigation methods in wireless
networks.

Key words: wireless network, interference, modeling, ESP32, Wi-Fi, amplitude modulation,
WebSocket, hardware-software platform.Key words: modulation, interference, wireless network, software,
ESP32, simulation.

Introduction

Wireless technologies are of great importance in the modern world for ensuring
communication between people, devices and systems. The relevance of wireless communications
is explained by its wide range of applications, convenience, flexibility, cost-effectiveness and ability
to support modern technologies and innovations. With the rapid development of technology and the
increase in the number of connected devices the role of wireless communications will only increase
[1,2], contributing to further progress and improving the quality of life of people.

The reliability of wireless networks impacts the efficiency and security of systems ranging
from consumer loT to mission-critical industrial and medical applications. With the increase in the
number of devices and the volume of transmitted data, the problem of interference in wireless
channels becomes relevant [3,4]. Interference can lead to failures in data transmission, deterioration
in communication quality, and even complete system failure. The introduction of new anti-
interference techniques and modulation technologies opens up opportunities to improve the
reliability and performance of wireless networks. In addition, due to the rapid transition to 5G and the
creation of new next-generation networks, the study of interference and methods for eliminating it
has become strategically important [5-7]. Scientists and engineers will be able to better understand
and control wireless communication components using hardware for generating and modulating
interference, and software for analyzing and modeling it. There is a sufficient range of different
simulators and platforms on the market that are focused on modeling radio channels in wireless
networks. For academic purposes and scientific research, open and flexible platforms such as
MatLab, CaST, CupCarbon, NS-3, OMNeT++ are used. The authors conducted research related to
the analysis of problems in modern wireless networks, the impact of interference in optical wireless
networks based on simulation modeling [8, 9]. However, existing problems that hinder the
widespread use of emulators are highlighted: high cost, the need to maintain and update systems,
and complex technology [10].

This creates a need to develop more accessible and user-friendly solutions that reduce costs,
simplify the operation process and make the use of simulators more intuitive for users.

This work set the task of implementing a hardware platform for generating, modulating and
analyzing interference in wireless data transmission channels, as well as developing software for
modeling and analyzing this interference.

The aim of the research is to deepen the understanding of the physical processes occurring
in wireless networks as a result of influence of interference in order to identify effective approaches
to control and minimize them.

Materials and methods

The operating principle of wireless communications is based on the transmission of data via
electromagnetic waves through airspace. This process can be broken down into several key steps.
In the first stage, the data to be transmitted is converted into a form suitable for transmission over a
wireless network. This is done through modulation, a process in which information, such as a digital
signal, is converted into an analog signal with a specific frequency and amplitude.
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Devices that model, amplify, and transmit information over the air are called transmitters. A
transmitter converts an analog signal into electromagnetic waves and transmits them to a receiving
device. The next step is receiving the signal and converting it. The receiving device, using an
antenna, captures the signal and converts it into the original data. Thus, the operating principle of
wireless communication includes modulation, transmission, propagation, reception, and
demodulation of the signal.

It is important to use modern signal management and filtering techniques to minimize the
impact of interference on the signal [11]. The effective use of adaptive filters and noise reduction
technologies can significantly improve the quality of communications. Adaptive filters are able to
dynamically change their parameters depending on environmental conditions and the level of
interference, which makes them ideal for use in mobile communications and radio broadcasting. In
addition, the use of various types of coding, such as forward error correction coding, can significantly
reduce the impact of errors caused by interference by restoring the original data even if it is partially
lost during transmission [12]. Also important is the use of channel diversification, when several
frequencies or channels are used simultaneously to transmit the same information, which
significantly reduces the risk of complete data loss due to interference on one of the channels [13,
14]. Such methods not only ensure the reliability and quality of data transmission in conditions of
high interference, but also increase the stability of communication. A promising direction in wireless
communication systems is the implementation of intelligent control systems of spectrum capable of
analyzing the surrounding radio-electronic space and effectively distributing available resources [15].

Traditional approaches to interference analysis in wireless networks typically rely on the
laboratory testbeds, software-based simulators, or physically separated hardware modules. Each of
these methods has limited applicability in scenarios that demand simultaneous physical interference
generation, flexible configuration, and real-time visualization of system behavior. This paper
presents a hybrid approach involving physical interference generation with microcontrollers,
software-based parameter control via WebSocket, along with real-time visualization and analysis of
interference processes.

Results and discussion

Description of the hardware and software platform.

To implement a hardware and software platform for research and analysis of interference in
wireless networks, it is necessary to design a transmitter, receiver and interference generator. Figure
1 shows the developed electrical circuits of the devices and the appearance in the assembly on the
ESP32U microcontroller. Functionality tests were conducted, including checking all electrical
connections, control response, and correct display of data.

In addition to hardware development, the creation of software for device control and data
processing is of great importance. The software must be as flexible as possible to allow users to
change test parameters such as frequency, signal strength, and interference characteristics. In
addition, it is necessary to create a user interface for the platform that is easy to use and allows quick
access to test results. Integration and testing of each part of the project are important steps. This
includes checking device compatibility and testing performance under different operating conditions
and load levels.

transmitter/receiver circuit
interference generator circuit

Figure 1 — Electrical circuit of devices

The architecture of interaction between modules is presented in Figure 2.
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Figure 2 — Project architecture

The transmitter, receiver and jammer are developed based on the ESP32 microcontroller.
The devices perform different functions. The transmitter creates a Wi-Fi access point, raises an
HTTP server to serve web pages, and a WebSocket server to transmit signal data. It generates sine
wave data and transmits it via WebSocket. The interference generator connects to the Wi-Fi network
created by the transmitter and raises a WebSocket server to transmit interference data. It generates
different types of interference depending on the mode selection and sends data via WebSocket. The
receiver also connects to the transmitter's Wi-Fi network, connects to the transmitter's WebSocket
server to receive signal data and to the interference generator's WebSocket server to receive
interference data. The interaction between the components occurs as follows:

— the interference generator and receiver are connected to the Wi-Fi network created by the
transmitter,

— the transmitter generates and transmits signal data through a WebSocket, and the
interference generator generates and transmits interference data through its WebSocket,

— the receiver receives signal data from the transmitter and interference data from the
interference generator, combines this data and provides it via HTTP requests.

The integration of the functionality of three modules — a transmitter, receiver and interference
generator — into a single wireless network based on Wi-Fi using the WebSocket protocol for
synchronous data exchange in real time is a technically new solution. Unlike existing disparate
systems, this architecture ensures full coordination of the operation of all nodes with minimal delay
in the transmission of control and measuring signals.

For this project, the task was to create a working system with reliable and stable software
operation. The algorithms of operation of the receiver and transmitter is shown in Figure 3.

The transmitter in this system is responsible for generating sine waves that mimic analog
signals in digital form. The main task of the transmitter is to send data regularly.

The developed program initializes the Wi-Fi connection, sets up IP addresses and starts the
server. The data to be sent is generated and packaged in accordance with the transmission protocol,
after which it is transmitted to the receiver. Special attention was paid to transmission efficiency and
minimizing delays.

The receiver is used to receive data from the transmitter and, in some cases, from the
interference generator. The program on this device is configured to receive data via Wi-Fi. This data
is then processed and visualized as a graph on a web page, allowing the user to observe the signal
processing process in real time. The received data is analyzed for errors and losses, which makes
it possible to assess the quality of wireless communications. The analysis results are converted for
subsequent study and comparison with theoretical interference models.

The interference generator is the main component of the system. It creates artificial
interference by simulating various conditions that may be encountered in the operation of wireless
devices. Interference is generated according to a specified algorithm, which can be configured in
real time through the user interface. This allows you to simulate various network interference
conditions, including changes in signal strength and channel switching. The implementation of the
noise generator algorithm is shown in Figure 4.
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Figure 3 — Transmitter and receiver operating algorithms

The interference generator connects to a Wi-Fi network to be able to send data to the
receiver. In this mode, it acts as a client on the network. WebSocket is used to send interference
data to the receiver. This allows you to transmit data in real time and observe its effect on the
processed signal. The code is responsible for generating random numbers that simulate interference
and sending this data via WebSocket. The interference is generated as random values in a given
range and can be adapted to simulate various types of noise or distortion.

One of the difficulties was synchronizing the operation of all three devices. It was possible to
ensure effective interaction of devices via Wi-Fi using one network. Time synchronization between
devices allows you to accurately measure the impact of interference on data transmission, which is
critical for the reliability of experiments.

Implementation and experimental results. Figure 5 shows the appearance of the developed
experimental stand.

The developed project studies amplitude modulation. The types of interference and their
effect on the original signal are shown in Figure 6.

The developed simulator will allow one to observe the effect of interference on the initial
signal and evaluate the output signal. This makes it possible to apply the most effective methods
and approaches to eliminate interference in wireless data networks.
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Figure 5 — Appearance of the experimental stand

The main results of the work can be formulated as follows:

1. The developed software allows you to simulate data transmission processes in a wireless
network, as well as simulate the impact of interference on this process.

2. The developed hardware platform for generating interference allows you to create different
types of interference and vary their parameters to assess their impact on the quality of
communication in wireless networks.

3. Flexible architecture and the use of ESP32 microcontrollers have made it possible to
create an effective tool for studying the behavior of wireless networks under various interference
scenarios.

The stages of experimental testing demonstrated the adequacy of the model and the
performance of the simulator for analyzing interference in wireless networks (Figure 6).
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Figure 6 — Simulation graphs of the original signal with various interference

Conclusion

Thus, a new approach to the development of a hardware-software platform for studying the
stability of wireless data transmission networks is proposed, based on the integration of transmitting,
receiving and interference-generating modules into a single controllable Wi-Fi network using the
WebSocket protocol for real time synchronous data exchange.The developed platform allows
simulating the influence of interference on the initial signal in wireless data networks. The hardware
platform includes a transmitter, receiver and jammer, which are developed based on the ESP32
microcontroller. Software has been developed to control the parameters of each device and
simulation scenarios. The programming language C++ and the development environment Arduino
IDE were used. A software module has been implemented to analyze amplitude modulation and
simulate the effect of possible interference on the signal during data transmission in Wi-Fi networks.

The architecture used allows implementing other types of modulation without the need to
change existing connections between program components. The ESP32 microcontroller versions
allow the platform to be adapted for research into Bluetooth and ZigBee technologies. This makes it
a universal basis for developing and testing innovative wireless technologies.

The prospects for using a hardware and software platform for simulating and analyzing
interference in wireless data transmission channels are significant, especially in the context of ever-
increasing requirements for the reliability and stability of wireless communications. Manufacturers of
loT devices, wireless routers, radio modules and other equipment using radio frequency
communications can use this platform to test the stability of wireless networks by simulating various
interference scenarios, which is important for developing and improving communication protocols
and data transmission methods in conditions of strong interference and unstable communications.
When developing new wireless solutions, manufacturers can use this platform for preliminary testing
of devices to identify and eliminate possible problems at the prototyping stage, which increases the
guality and reliability of final products. Due to the availability of components, the platform can be
used in educational and research laboratories to study the effects of interference, simulate signals
and their modulations, which helps to develop skills in working with wireless technologies. Using the
platform, you can develop and test interference filtering algorithms, adaptive transmission and
modulation protocols, as well as conduct tests that will help optimize the stability of data transmission
in conditions of external electromagnetic and radio frequency interference.
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OEPEKTEPAI CbIMCbI3 TACbIMANY XYMWENEPIHAEN KEQEPTINEPAI MOOENBAEY XOHE TANOAY

Makanada 3amaHayu cbiMcbi3 balinaHbIC XeninepiHiy mypakmbifbifbl MeH ceHiMOinieiH 3epmmeyae
apHanraH Oepekmepdi CbIMCbI3 mackivanday xyuenepiHOeai kedepainepdi modenbdey xoHe masdayra
apHanraH bardapnamarnbiK-annapammelk naamgopma ycbiHbinFaH. 3epmmeydiH e3ekminiei MHmepHem
3ammapbl Kypblinfbiriapbl caHbiHbIH apmybiMeH, Wi-Fi xoHe 5G xxeninepiHid KapKbiHObI 0amybiMeH, coHOal-
aK CbIpPMKbl 3/IeKMpoOMasHUMMmIK oaceprep xardalbiHOa cbiMcbl3 6alnaHbiCmbiH —carnacbl MeH
mypaKkmbifibifbiHa KolUbinambiH mananmapobiH KywerimeH myciHOipinedi. XKymbicmbiH MakKcambl —
Oepexkmepdi cbiMchi3 6epy apHanapbiHOarbl apmypri kedepainepdi eeHepayusinay, Mmodesnboey xoHe manday
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YwiH ambeban Kyparn a3ipriey xeHe npouecmepdi HaKmbl yakbim pexxumiHOe gu3syasiudayusnay MyMKiHOI2iH
Kammamacoi3 emy.

lMnamdpopmanrbiH annapammeix  6eniei ESP32 mukpokoHmponnepnepi HeaisiHOe xacasnfaH
mapamkbiwmaH, KabbindarbilumaH XoHe Kedepai 2eHepamopbiHaH mypadsbi. Kypbinfbiiap MeH mModernboey
cyeHaputinepiH backapy ywiH Arduino IDE opmacbkiHOa C++ 6ardapnamanay miniHOe bardapriamasibik
Kammamacbi3 emy 83ipneHdi. Modynbdep apacbiHOarbl Oepekmep anmacy 6ipbiHrali Wi-Fi xeniciHOe
WebSocket npomokonbl apkbinibl Xy3eze acbipbinadbl, 6yn cusHandapObl Hakmbl yaKbim pexumiHoe
CUHXPOHObI mypde 6epy meH eHOeydi Kammamacbklz emedi. XKymbicma KypbinFbiiapObiH 30€KMPIiK
cynbanapel, MoOynbOepdiH e3apa spekemmecy apxumeKkmypachl XeHe XYUEHIH Xymbic anzopummdepi
YCbIHbIIFaH.

O3siprieHeeH nnamgopma  anekmpoMazHUmmIK,  WyblndblK XOHe  Kepwinec apHanapdaH
mybiHOalmbiH Kedepeinepdi modenbdeyze, amnaumyodarnbik MOOynsuusiHbiH depekmepdi 6epy canacbiHa
acepiH mandayra XeHe CbIMCbI3 baliflaHbiC apHanapbiHbIH MypakmblibifbiH baranayra MyMKiHOIK 6epeoi.
OkecnepumeHmmik 3epmmeyrnep YCbiHbiiFaH MoO0enb0iH muimdiniei MeH XXyUeHIH XyMbic KabinemminiaiH
pacmaodsl. [TnamgpopmaHbiH ukemdi apxumexkmypacsi oHbl Wi-Fi, Bluetooth xaHe ZigBee mexHonozausinapbiH
3epmmeyee belimOeyee, coHOal-aK CbIMCbI3 XXeninepliH kedepzaiece mesimdiniaiH apmmbipy 8dicmepiH
a3iprieyde fbinbiMU XoHe binim bepy makcammapbiHOa natidanaHyra MyMKiHOik 6epedi.

Tytin ce30ep: mModynsayusi, kedepai, cbiMcbi3 xeni, bardapnamarnbiKk Kammamacbia emy, ESP32,
cumynsayusl.
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MOLOENUMPOBAHUE U AHAINN3 NMOMEX B BECNMPOBOAHbIX CACTEMAX NEPEOAYM OAHHbIX

B daHHOU cmambe npedcmaesneHa npoepaMMHo-annapamHas niamegopma 0ns ModenuposaHus u
aHanusa rnomex 8 6ecrnpoeoldHbIX cucmemax rnepedadyu OaHHbIX, OPUEHMUPOBaHHas Ha uccriedosaHue
ycmouyueocmu U HadexHocmu coepeMeHHbIX 6ecrpo8o0HbIX cemel. AKkmyarnbHocmb uccriedo8aHusi
obycriosneHa cmpemMumerbHbIM POCMOM Yuciia ycmpoticme HmepHema seujel, passumuem cemel Wi-Fi
u 5G, a makxe nossiweHuem mpebosaHull K kKadecmay U cmabunbHocmu 6ecripo8odHOU ¢853U 8 yCrosusix
go30elicmeusi B8HEWHUX 3MeKmpoMazHUMHbIX rnomex. Llenbio pabomsi  sensiemca  paspabomka
yHUgepcasbHo20 UHCmpyMeHma 0511 2eHepayuu, MoOenuposaHusi U aHanu3a pasfuyHbiX murog rnomMex 8
b6ecripogodHbIX KaHanax nepedaqyu OaHHbIX C B03MOXHOCMbIO 8U3yanu3ayuu MpPoyeccos8 8 pexume
pearnbHO20 8peMeHU.

AnnapamHas 4Yacmb nnam@opMbl  8KKOYaem repedamyuK, MPUEMHUK U 2eHepamop [MOMEX,
peanusoeaHHbie Ha b6ase MukpokoHmpornnepoe ESP32. [lns ynpaeneHusi ycmpolcmeamu U CyeHapusimu
modenuposaHusi paspabomaHo npozpammHoe obecredyeHue Ha sisbike C++ 8 cpede Arduino IDE. ObmeH
OaHHbIMU Mex0y Modynsamu ocyuiecmernsemcsi no rnpomokosny WebSocket e eduHolu cemu Wi-Fi, umo
obecriequsaem CUHXPOHHY0 nepedadyy u o0bpabomky cuzHanoe e pearnbHOM epemeHu. B pabome
rnpedcmaerieHbl 3MeKmpuYyeckue MpuHyUnuanbHble cxemMbl ycmpolcme, apxumekmypa e3aumoldelicmeus
moOyrnel u anzopummbi hyHKUUOHUPOBaHUSI CUCMEMBbI.

PaszpabomaHHasi nnamgopma o3eosisem MoOenuposamb 3/1eKmpoMagHUMHbIe, WymMosble U
MeXKaHallbHble OMeXU, aHanu3uposamb 6usHUe amraumyOHoU MOOynsauyuu Ha kKadyecmeo repedayqu
OaHHbIX U ouyeHueamb ycmoudusocme 6ecrpo800HbIX coeduHeHul. JKcrnepumMeHmarbHble uccredosaHust
nodmeepdurnu pabomocrnocobHocme cucmembl U adekgamHOCcmb PedsioXeHHoU Mmodenu. [ubkas
apxumekmypa nnamgopmMbel o3gonsem adanmupogamb ee 0ns uccredosaHuss mexHomnoaul Wi-Fi,
Bluetooth u ZigBee, a mak:xe ucrnonb308ame 8 Hay4YHbIX U 06paszosameribHbIX Uessix npu paspabomke HO8bIX
mMemodo8 rosbiWeHUs moMmexoycmoudugocmu 6ecripo8o0HbIX cemedl.

Knroyeenie cnioga: Modynsyusi, nomexu, 6ecripogodHasi cems, npoegpammHoe obecnedeHue, ESP32,
cumynsayus.
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MOAENb NPOrHO3UPOBAHUA OEPA30BATENbHbIX TPAEKTOPUNA
BbIMYCKHUKOB LWKOJ1 HA OCHOBE JEMOINPA®UYECKUX OAHHbIX U METOOOB
AHAJIU3A BOJIbLIUX OAHHbIX

AHHOmauyusi. B cmambe paccmampusaemcs paspabomka Modenu  Mpo2HOo3UposaHus
obpa3osameribHbIX MPaekmopull 8bIMYCKHUKO8 WKOM Ha ocHose OemozpaghudecKux U coyuasibHo-
9KOHoMuuYecKux ¢pakmopoe e Pecnybnuke KasaxcmaH. AkmyanbHocmb uccriedogaHusi 0bycroerneHa
Heobxo0uMOCmbI Hay4YHO20 0O0CHOBaHUS MPOUECCco8 pacrpedesieHUs 8biryCKHUKO8 MEXOY pasniuyHbiMu
gopmamu danbHeliwez2o 0by4eHuUsi 8 ycriogusix emoepaghudecKux U3MeHeHUl u mpaHcgopMayuu cucmembl
obpasosaHus. B pabome ucrnonb308aHbl oguyuabHble cmamucmudeckue 0aHHble 3a rnepuod 1992-2025
2e., 8K/roYas rokaszamesnu poxoaeMocmu, YPOS8HS XU3HU HacereHus u pacrpedesieHuUsi 8binyCKHUKO8 Mo
obpaszosameribHbIM MpPaeKkmopusiM (8bicuiee obpa3zosaHue, cpedHee rnpogeccuoHanbHoe obpa3osaHue,
obyyeHue 3a pybexxom U aslbmepHamueHble hopMbl 3aHImMocmu). [ns ebiseneHuUss 83aumocesizell Mexoy
demozpachudeckumMu U coyuasibHO-3KOHOMUYECKUMU roKasamernsamu u ebibopom obpasosameribHoU
mpaeKkmopuu rpuMeHeHbl Memo0Obl KOPPEnsayUOHHO20 U QUCMepPCUOHHO20 aHau3a.
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