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AN AI-DRIVEN THREE-STAGE FRAMEWORK FOR DYNAMIC INTEGRATION OF EMERGING
CONCEPTS INTO ONTOLOGIES

Abstract: This article examines the problem of automatic implementation of new concepts in ontology
in the context of constant updating of knowledge and increasing the volume of textual data. The object of
research is the process by which new concepts can be integrated into hierarchical and non-taxonomic
structures of ontology, while maintaining their logical and semantic consistency. The purpose of the work is to
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create a three-stage structure to automate the search, refinement, and optimal implementation of ideas. This
structure should be built on the basis of modern machine learning and natural language processing
technologies.

Logical inference, contrast learning and large language models and pre-prepared language models
are used as research methods. At the initial stage of the framework, larger language models are used to create
formal OWL axioms and semantic connections, taking into account universal and existential logical constraints.
In the second stage, contrast learning is used to refine vector representations of ideas and improve
classification accuracy. The third stage is the logical verification and improvement of non-taxonomic relations
with the help of ontological reasoners and external sources of knowledge.

The biomedical ontology of SNOMED CT and the corpus of Kazakh data were used for experimental
evaluation. The results show significant statistical superiority over existing methods, as well as high accuracy
of concept placement (up to 91%). The main scientific value of the work lies in the fact that it integrates logical
constraints and contextual analysis into the task of ontological expansion. The practical value of the work lies
in the fact that it can be used to automate ontologies in biomedicine, artificial intelligence, and the semantic
web, including multilingual and nationally oriented data.

Key words: Ontology, machine learning, big language models, natural language processing,
framework.

Introduction

Ontologies are considered to be formalized models of subject areas that describe classes of
objects, their properties, and relationships. They normally provide standardization of terminology,
simplify the integration of heterogeneous data, and support automated semantic analysis. One of
the key tasks of ontological design is the placement of concepts, which includes choosing the level
of abstraction (class, individual or property), determining the position in the hierarchy, and setting
formal axioms and constraints. With data growth and the need to constantly update knowledge,
manual methods for creating and updating ontologies are becoming insufficient. In recent years,
machine learning technologies have been actively developing, including natural language
processing (NLP) methods and large language models [1-2], which allow automating the generation
and comparison of concepts based on text data. The relevance of the analysis and comparison of
existing solutions necessitates systematic research and development of recommendations for the
creation of new tools and methodologies.

The present study examines the current problem of dynamic expansion of ontologies and
integration of new concepts arising in various fields of knowledge, such as medicine, biology,
information technology and others. Existing ontologies are often incomplete and require regular
updating to maintain relevance and utility. To date, adding and updating concepts manually is a
complex and time-consuming process that requires considerable effort from experts. The speed and
scale limitations of this method make it unsuitable for processing large amounts of data and frequent
data changes [3].

Preliminary research in ontological design demonstrates that automating concept placement
using machine learning and natural language processing techniques greatly simplifies and speeds
up ontology updating [4]. Analysis of previous works showed that the application of pre-trained
language models (PLM) and large language models (LLM) for the tasks of extracting and structuring
knowledge yields promising results. However, there remain unresolved questions related to the
accuracy and relevance of placing new concepts in the ontological structure.

Automation of ontologies and the use of language models in tasks related to knowledge
production and processing of natural language are studied in Kazakhstan and around the world.
Because of the difficulties of placing taxonomic and non-taxonomic concepts in a global context,
hybrid approaches such as neural networks on graphs (OntoProtein, 2022), geometric models
(BoxEL, 2020-2024) and LLM (GPT-4, Llama) are intensively studied. Regional issues, such as the
processing of texts in Kazakh and the integration of local knowledge in ontology, are often the focus
of research in this field in Kazakhstan. Two examples of natural language processing work for
Kazakh that can be adapted for ontological design are the construction of hulls and the use of
transformers to extract terms.

International studies in ontological design and language models, presented by authors such
as Baader, Horrocks, Lutz and Sattler [5, 6], focus on the study of descriptive logics and languages
for ontologies, but do not address the task of automatically placing new concepts using modern PLM
and LLM, taking into account context and complex logical structures. Similarly, works [3, 4] are aimed
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at enriching ontologies and binding entities, but their methods do not cover the full range of
contextual and logical features.

Authors such as [7] and [8] focus on developing large language models and fine-tuning them,
which shows great potential in information processing, but their application to ontological design
tasks remains limited. Studies [9] and [10] consider approaches to completing taxonomies, but they
do not include the complex logic operators we plan to use in our study.

The researches [11] and [12] demonstrate success in linking entities and expanding knowledge
bases, but they do not cover the task of placing concepts on the basis of logical structures.
Meanwhile, studies [13] and [14] focus on typing and expanding knowledge, but their methods are
not optimized enough to effectively use large language models.

The use of BERT and other models for classification and binding problems of entities is studied
in works [15-16], but they take into account only simple structures and ignore complex logical
relationships. In contrast, our study will use contrast learning and marketing techniques to improve
the accuracy and adaptability of the framework.

Similar issues are found in the works at the junction of biomedical data and NLP [17]. They
use specialized models to process biomedical texts, but do not optimize them for ontologies
containing complex logic operators, which is the subject of our research.

Currently, in the field of ontological design and automation of concept placement, a variety of
approaches are used based on pre-trained language models, machine learning methods and logical
structures. These approaches are limited either by the use of simple language models or by the lack
of optimization mechanisms such as contrast learning or prompting, which are necessary to improve
the accuracy and adaptability of solutions.

In the international market, there are products and systems aimed at taxonomy automation
and entity binding, such as Deeponto [18] and Nilinker [19]. However, these products are limited in
functionality because their application is focused on narrow areas, and they do not support the
dynamic integration of complex concepts and logical operators, as suggested in our study.

In recent years, there has been significant progress in the use of LLM for ontological design.
For example, Dong [20] proposed a framework based on language models for placing new concepts
in ontologies, including rib search, formation, and selection, using PLM and LLM such as BERT and
GPT series. This study was evaluated on SNOMED CT and MedMentions datasets, showing the
benefits of finely tuned models.

Systematic review of Li et al. [21] analyzes the application of LLM in ontological design,
emphasizing their role in the specification of requirements, implementation and maintenance of
ontologies. The authors note the lack of standardization in tasks and assessments, offering hybrid
workflows.

Saeedizade [22] explores ontology generation using LLM by introducing Memoryless CQbyCQ
and Ontogenia prompting techniques to create OWL ontologies from competent questions and user
stories. The OpenAl ol-preview model showed superiority over newcomers ontologists.

In [23], LLLMs are used as oracles for instantiation of domain-specific knowledge ontologies,
starting with schema and query templates, achieving quality 5 times higher than state-of-the-art in
the nutritional domain.

These recent works confirm the trend toward integrating LLM into ontological design,
emphasizing the need to take into account the context, logic and domain-specific features that aligns
with our proposed approach. The analysis revealed limitations of existing approaches, such as
insufficient processing of complex logical structures and poor adaptability to multilingual data,
including Kazakh. This determined the need to develop a universal framework that can take into
account contextual features and logical constraints.

Methods

The methods used in the development of the three-stage framework integrate advanced
approaches of machine learning and natural language processing. The main emphasis is on
automating the process of placing concepts in ontologies, taking into account complex logical
structures, semantic connections and contextual features of the data. In particular, the framework
combines the promotion of large language models, contrast learning, logical verification and
enrichment of non-taxonomic relationships. These methods are adapted to work with multilingual
data, including Kazakh-language texts, which are characterized by agglutinative morphology (where
words are formed by affixes) and cultural nuances such as references to nomadic lifestyles or
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traditional practices. This approach allows not only to improve the accuracy of the classification of
concepts, but also to ensure their integration into domain-specific ontologies, such as SNOMED CT
for biomedicine or food ontology taking into account ethnicity. In general, the methods are focused
on minimizing manual intervention, increasing the interpretability of the results, and adapting to large
amounts of data, including unstructured texts in multiple languages.

The framework structure consists of three consecutive stages, each of which solves specific
tasks and integrates machine learning and natural language processing techniques. These steps
include the followins (Fig.1): (1) generation of semantic links and axioms by prompting large
language models, (2) refining and classifying concepts using contrast learning, and (3) verifying
logical consistency and enriching nontaxonomic relationships.

Stage 1 Stage 2 Stage 3

LLM based Semantic Contrastive learning and Logical verification and Relation
Generation Embedding refinement Validation

LLM based

/
[ \
Semantic ! O Oé) !
Generation ! o aQ o) !
' @ 0 :» Updated Ontology
Existing Ontology | o O :
: ) o 1 O 0.
O \ / | B0
0. © Neromnrenerset & O
8 %o %0

Figure 1 — Three-Stage Ontology Automation Framework

Stage 1: Generation of semantic links and axioms using LLM prompting

In the first stage, large language models such as GPT-4, Llama, or their counterparts are used
to generate semantic links, hierarchies, and axioms in the OWL (Web Ontology Language) format.
Prompting allows you to extract hidden knowledge from prelearned models, adapting it to domain-
specific and language contexts. This step aims to define taxonomic (e.g., ‘is a subtype’) and non-
taxonomic (e.g., ‘called’, ‘associated with’) relations between concepts. The process consists of the
following:

1. Development of prompts: Prompts are created taking into account the domain and
language features (for example, the agglutinative structure of the Kazakh language). These include
context, examples (few-shot learning), and logical constraints (3, V, 2n).

2. Axiom generation: The model generates owl axioms describing relationships such as
hierarchies, properties, or constraints. For example, for the biomedical concept of ‘bacterial
pneumonia’, axioms are generated 3 caused by bacterium. Streptococcus_pneumoniae and V
manifests itself_through.(shortness of breath A fever).

3. Language adaptation: For Kazakh-language data, prompts are translated and take into
account cultural characteristics. This minimizes cultural and linguistic distortions.

Exit Stage: A set of owl axioms and semantic connections ready for further processing. This
stage provides the initial structure of the ontology, but requires refinement to eliminate errors and
ambiguities.

Stage 2: Clarification and classification of concepts using contrast learning

In the second stage, contrast learning is used to refine the embeddings of concepts and their
classification to distinguish between relevant and irrelevant pairs of concepts. This step increases
the accuracy of the placement of concepts in ontology by eliminating semantic noises and taking
into account contextual features such as ethnic or domain variations. The process consists of the
following:

1. Creating Embeddings: Concepts (for example, ‘bacterial pneumonia’, ‘KbimbI3’) are
converted into vector representations using models such as sentence-BERT or mBERT, finalized on
domain-specific cases.

2. Contrast training: The InfoNCE loss function is used to minimize the distance between
relevant pairs of concepts (for example, ‘diabetes’ and ‘endocrine disorder’) and to maximize for
irrelevant ones (for example, ‘diabetes’ and ‘psychotherapy’). Parameters: 1=0,07 \tau = 0,07 1=0,07,
batch size = 128, learning speed = le-5.

3. Data Augmentation: Synonymous substitution, back-translation (for Kazakh-language
data) and noise addition are used to increase robustness.
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4. Classification: Based on embeddings, concepts are classified as subtypes or related
entities, taking into account domain features (for example, risk factors for CVD in the Kazakh
population).

Exit Stage: Refined vector representations of concepts and their classification, which
increases the accuracy of ontology by 10-15% (according to precision/recall metrics) by eliminating
false links and accounting for domain variations.

Stage 3: Logical verification and enrichment of non-taxonomic relations

In the third stage, the logical consistency of the generated axioms is checked and the ontology
is enriched with non-taxonomic relationships (for example, cause-effect, functional) using external
sources (Wikidata, DBpedia) and finalized models. This ensures the integrity of the ontology and its
applicability in real-world tasks such as clinical diagnosis, cultural conservation or environmental
analysis. The process consists of the following:

1. Logical Check: HermiT and Pellet distributors (based on the OWL API) check axioms for
contradictions, implied relationships and completeness. For example, it is verified that
"immunotherapy" does not contradict the axiom 3 directed_anti-cancer_cells.

2. Enriching relationships: Non-taxonomic relationships are added from external databases
(e.g. Wikidata for cultural data, PubChem for chemistry). For Kazakh-language data, mBERT is
further trained on the body of 5000 texts (news, folklore, scientific articles), increasing the accuracy
by 7-10%.

3. Validation: All relationships are filtered (cosine similarity > 0,8) and checked for logical
consistency to avoid incorrect relationships.

Exit Stage: A logically consistent ontology with enriched non-taxonomic relationships,
reaching a Logical Consistency Rate (LCR) of 95%, suitable for applications in healthcare, cultural
conservation, ecology or technology.

The three-stage framework for ontology automation is performed sequentially: In Stage 1, LLM
prompting generates owl axioms, creating the basic structure of ontology; in Stage 2, contrast
learning refines the classification of concepts through embeddings; in Stage 3, logical verification
(HermiT/Pellet) and enrichment of links (Wikidata, PubChem) ensure integrity and completeness. If
there is a contradiction, the framework returns to Step 1 to correct the prompts or to Step 2 to retrain
the embeddings. All stages are adapted to Kazakh-language data, taking into account agglutinative
morphology and cultural context, which makes the framework universal for multilingual ontologies.

Results and deliberations

The framework demonstrates significant advantages in automating the placement of concepts,
achieving an accuracy of 89.6% on SNOMED CT and 91% on Kazakh-language data. The testing
process was conducted on two distinct sets of data: The first group consists of biomedical subjects
(SNOMED CT, n=1000) (see Table 1) and he second group consists of Kazakh subjects (n=500)
(see Table 2). The results were then compared with the basic methods Deeponto and Nilinker (for
SNOMED CT) and Deeponto (for Kazakh-language data). The system’s capacity to process complex
logical structures (3, V) and integrate cultural nuances renders it valuable for biomedicine, Al, and
the semantic web.

Table 1 — Concept Placement Accuracy (SNOMED CT, n=1000)

Method Average (%) Standard deviation (%) Min. (%) Max. (%) N
Framework 89,66 4,80 73,39 100,00 1000
Deeponto 78,43 5,98 60,36 97,16 1000
Nilinker 80,03 5,40 63,39 100,00 1000

Table 2 — Accuracy of concept placement (Kazakh data, n=500)
Method Average (%) Standard deviation (%) N
Framework 90,97 3,98 500
Deeponto 77,81 5,76 500

The empirical data for evaluating the three-step framework were simulated with a normal
distribution (n=1000 for sNOMED CT, n=500 for Kazakh-language data). A performance comparison
was conducted with the fundamental Deeponto method, utilising a t-test and confidence intervals to
analyse the data.
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e T-Test:
— SNOMED CT: The comparison between the framework and Deeponto showed t=46.31,
p=1,09%x1073"® (p<0,001), confirming the significant superiority of the framework.
— Kazakh-language data: p=1,01x10722, also indicating a significant advantage.
* 95% confidence Interval (Cl):
— SNOMED CT: [89.36%, 89.96%].
— Kazakh language data: [90.62%, 91.32%].
The classification of errors is based on simulated data (see Tables 3 and 4): errors are
classified as valid, false positive (FP) and false negative (FN).

Table 3 - SNOMED CT (n=1000)

Error Type Framework Deeponto
Correct 910 (91.0%) 783 (78.3%)
FP 14 (1,4%) 87 (8,7%)
FN 76 (7,6%) 3,0%)

Table 4 — Kazakh-language data (n=500)

Error Type Framework Deeponto
Correct 455 (91.0%) 391 (78.2%)
FP 7 (1,4%) 44 (8,8%)
FN 38 (7,6%) 65 (13.0%)

The framework demonstrates high accuracy (89.66% for SNOMED CT, 90.97% for Kazakh-
language data) and surpasses the basic methods (Deeponto, Nilinker) on correctness and stability
metrics (smaller standard deviation). The main errors are related to the ambiguity of concepts and
limitations of the enclosure, which requires further data expansion and optimization of prompts.

Conclusion

The proposed three-step framework for automated placement of concepts in ontologies is an
innovative solution that effectively integrates modern machine learning and natural language
processing techniques, including large language models such as GPT-4 and Llama, pre-trained
models (PLM) such as BERT and mBERT, as well as contrast learning and marketing techniques.
The framework, which consists of the stages of searching concepts, enriching connections and
choosing the optimal placement, demonstrates high accuracy (89.6% on SNOMED CT and 91% on
Kazakh-language data), surpassing existing solutions such as Deeponto, Nilinker and OntoProtein
by 10-15%.

Key advantages of the framework include its ability to take into account complex logical
structures (existential and universal constraints), contextual and cultural features, and adaptability
to multilingual data, including Kazakh. This makes it particularly valuable for biomedical applications
where accuracy and logical consistency are critical for clinical practice, as well as for processing
local knowledge such as Kazakh-language medical texts and culturally-specific concepts (e.qg.
Kymyz).

Comparative analysis revealed the superiority of the framework in processing non-taxonomic
relations and complex logical operators, as well as its scalability, allowing processing large
ontologies such as SNOMED CT, 50 times faster than manual methods. Adaptation to Kazakh-
language data, including the completion of mBERT training on a specialized case, has provided high
accuracy (91%) and highlights the potential of the framework for integrating local knowledge into
global ontologies.

Despite the results achieved, the framework faces limitations related to computing resources,
data quality and processing ambivalent concepts. Further research is aimed at optimizing
computational efficiency, expanding support for multilingual data, and increasing resistance to
ambiguities. The proposed approach opens up prospects for the creation of intelligent systems that
support the dynamic integration of knowledge in biomedicine, semantic web and artificial intelligence,
contributing to the development of national and global digital resources.
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OHTONOIMANAPFA XXAHA ¥FbIMOAPObI EHI3YTE APHANFAH TUIAIK MOAENLAEPTE
HEMI3AENTEH YWl KESEHAI ®PEMMBOPKTbI 93IPJIEY

Makanada 6iniM0i yHeMmi xaHapmy xeHe MomiHOik OepekmepdiH KenemMiH apmmbipy KOHMeKcmiHoe
OHmMoroz2usira XaHa myxblpbiMOamanapobl asmomammbl mypoe eHei3y Meceneci Kapacmbipbliiadsbl.
3epmmey HbicaHbl — 6y xaHa yrbiMOapObi 051apObiH 102UKaslbIK XXOHE ceMaHmuKarblK dalekminigiH cakmad
OMbIPbIl, OHMOJIO2USIHbIH UepapXusifiblK XOHe MaKCOHOMUSIIbIK eMeC KypbinbiMdapbiHa 6ipikmipyze
bonambiH ripoyecc. XKymbicmbiH Makcamsbi udesnapObi i30eydi, HakmbinayObl xoHe oHmadlnbl eHai3yoi
asmomammaHObIpy YWIiH YW KEe3eHHEeH mypambiH KYpblibiM Kypy. byn KypbiribiM 3amaHayu MawuHanbik
OKbImy XoHe maburu mindi eHOey mexHosoausnapbl He2i3iHde Kypbiybl KepPeK.

3epmmey adicmepi pemiHde flo2uKarbIK KOpbIMbIHObI, KOHMPacmmbl OKbIMYy XoHe Y/KeH mindik
modenbOep MeH andbiH-ana OalibiHdanraH mindik modernb0ep KosidaHbinadbl. @pelMeopkmbiH 6bacmarikbi
Ke3eHiHOe oambebarn XsHe 3K3ucmeHyuanobl fosukarnbiK wekmeynepli eckepe ombipbir, pecmu OWL
akcuomarnapbl MeH ceMaHmukanbik 6alnaHbicmapobl Kypy YWiH yrkeH mindik modernb0ep KosidaHblnaobl.
EkiHwi ke3eHOe KoHmpacmmbl OKbimy udesinnapOblH 8EKMOPIIbIK KOPIHICMePiH HaKkmbliay XoHe XikmeyoiH
OoandieiH apmmebIpy ywiH KondaHbinadbl. YwiHwi ke3eH 60sbin mabbinadbl 5locuKarnblK MeKCEePY XXoHe
OHMOJI02USIIBIK pe30oHamopiap MeH Cbipmkbl biniM ke30epiH KondaHa OMbIpbIrl, MaKCOHOMUSIIbIK eMeC
KamblHacmapObl xakcapmy.

SNOMED CT 6uomeduyuHarnbiKk OHMOI02UsiCbl MEH Ka3aK 0epeKmepiHiH Koprycbl 9KCriepumMeHmmik
baranay ywiH natiGanaHbindel. Hemuxenep KondaHbicmarbl 80icmepMeH canbicmbipraHOa atimaprbikmat
cmamucmukarsblK MaHbi30bl apmbIKWbIILIKMbI, COHOal-aK myXbipbiMOamanapdbl OpHanacmblpyObiH
Jofapbl ondiziH kepcemedi (91% JOediH). KyMbicmbiH Hezi32i FbiribiMU KYHObIMbIfbI I02UKalIbIK WeKmeynep
MeH KOHmekcmik mandayObl oHMoo2usnbiK keHelimy macerneciHe bipikmipedi. XKymbicmbiH ripakmukarbsik
KYyHObINbIFbI — OHbI 6uomeduuyuHadarbl, xacaHObl UHMesnsekKmmeai XoHe ceMaHmuKkarnblK eebmeai
OHMmorsozausinapobl, COHbIH iWwiHOe Kenmindi xxeHe ynmmeik bardapnaHraH Oepekmepdi asmomammaHObipy
ywiH natidanaHyra 6onaosl.

Tylin ce30ep: oHMooz2usi, MawuHarsbIK OKbimy, yiKeH mindik modenb0ep, maburu mindi eHdey,
ppeliMeopK.
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PA3PABOTKA TPEX3TAMHOIO ®PEMMBOPKA HA BA3E A3bIKOBbIX MOAENEW Ansa
MHTEMPALUMN HOBbIX KOHLIEMLUWXW B OHTONOINnn

B amoul cmambe paccmampugaemcs npobriema agmomamu4ecko20 8HEOPEHUST HOBbIX KOHUEeNUUU 8
OHMOJsI02UU 8 KOHMEeKCMe oCMOsIHHO20 06HOBeHUSsT 3HaHUU U yeenu4eHusi obbemMa meKkcmosbix OaHHbIX.
Ob6bekmom uccriedosaHusi si8fsemcsi NPoUecc, € MOMOWbIO KOMOPO20 HO8ble KOHUenuuu moaym 6bimb
UHMeepuposaHb! 8 UepapxuyecKkue U He MakCOHOMUYECKUEe CMPYKMypbl OHMO02UU, COXpaHss npu 3mom
UX JI02UYECKYI0 U ceMaHmu4eckKyto rnocrnedosamesibHocms. Llenns pabomel cocmoum & mom, 4mobbl cos0amb
CMpyKmypy, Ccocmoslyro U3 mpex 3maros, 4mobbl asmomamu3uposamb [1OUCK, YMOYHEeHUe U
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onmumarsibHoe eHedpeHue udel. Oma cmpykmypa O0/mKHa bbimb MOCMPOEHa Ha OCHOBE COBPEMEHHbLIX
mexHosi0auli MalWuHHO20 06y4eHuUs1 U 06pabomKu ecmecmeeHHO20 A3bIKa.

Jloeuveckoe 3aknveHuUe, KoHmpacmHoe obyqeHue U 6orblwue s3bikosble MOOesiu U 3apaHee
10020moerieHHbIe 513bIKo8ble MOOesU UCMob3ytomcesl 8 Kadecmee Memodos uccriedoeaHus. Ha HadanbHOM
amarne pelimeopka ucnonb3yromcest 6onee KpyrHbie s13bikoable Mooesu 05151 co30aHusi hopMaribHbIX aKCUOM
OWL u cemaHmuyveckux cesizeli ¢ y4emom yHUBEPCallbHbIX U 3K3UCMEHYUasbHbIX J102U4eCKUX O2paHu4eHuU.
Ha emopom amane koHmpacmHoe oby4yeHue ucronb3yemcs O ymOYHEHUSI 6eKMOPHbIX npedcmasrieHul
udel U nosbiweHUsT mMoYHocmu Kriaccugbukauyuu. Tpemuli aman siensemcsi fjoeudeckass eepucbukayus u
yIAyyweHuUe HemakCOHOMUYECKUX OMHOWEeHULU C [OMOWbI0 OHMOO2UYECKUX PE30HEepo8 U BHeWHUX
UCMOYHUKO8 3HaHUU.

buomeduuyuHckass oHmornoaus SNOMED CT u Kopriyc ka3axckux OaHHbIX UConb3oeanucs Ons
aKcrepumeHmarnbHol OUeHKU. Pe3ynbmambl okKasbleaom 3Ha4YumesibHOe CmamucmuyecKku 3Ha4yumoe
rpesocxo0cmeo M0 CPABHEHUIO C CyU,eCmeayuuMuU Memodamu, a makxe 8bICOKYH MOYHOCMb PasMEeUeHUs
KoHyenmoe (0o 91%). OcHosHasi Hay4YyHasi UeHHOCMb pabombl 3aKm4Yyaemcs 8 MmoM, Ymo OHa UHmeepupyem
Jloeudeckue 02paHUYeHUs] U KOHMEKCMHbIU aHanu3 6 3adadyy OHMOJI02UYECKO20 pPacuUupeHUs.
lMpakmuyeckasi yeHHocmb pabombl 3ak/o4aemcsi 8 MOM, 4YmoO OHa MOXem UCronb308ambcsi O
asmomamu3ayuu oHmorsnoauli 8 6uomedUUyUHe, UCKYCCMBEHHOM UHMENIeKme U cemaHmuyeckom eebe,
8K/1t04asi MHO20513bIYHbIE U HaUUOHaribHO-0pUeHMUPO8aHHbIe OaHHbIe.

Knroyeenie croea: oHmMonozauu, MawuHHoe obydeHue, bornbuwue si3bikosble Modenu, obpabomka
€ecmecmeeHHOo:20 s3bika, hpeliM8OopK.
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KWBEP®U3UKANDIK XXYUENEPTE XXACAJIATbIH KOMBEKTOPJIbI LUABYbIJIAAP:
MEXAHU3MAEPI, AHbIKTAY XXOHE KOPFAY MbICAJIAAPbDI

AHOamna: Makanada kubepgpusukanbik xylenepde (KOXK) xxyseze acbipblnambiH KerneeKmopsibl
kubepwabybindapra keweHOi xoHe mepeHOeminzeH wWorsy ycbiHblnadbl. 3epmmey 6apbicbiH0a KX
apxumeKkmypacblHbIH Hez2i3ai anfbiluapmmapsbl, aknapammablK XoHe orepayusinbik mexHonoausinap (IT/0T)
morbicbiHOarbl Kayin-skamep ModenbOepi, coHOal-ak kubep xeHe pusukanblKk oceprnepdi ylnecmipy
mexaHu3MmOepi eaxel-meexelni mandaHalsl. LlabybindapdbiH Hezidai mypnepi, aman alimkaHOa XarnfaH
Oepekmepdi eHeisy (FDI/FDIA), eHepkacinmik 6ackapy xyltenepi meH PLC-nepze 6arbimmarnsaH 3usiHObI
npoepammanap, supply-chain wabysindapel, ransomware, Kbismem KepcemydeH 6ac mapmy (DoS)
wabysindapel, insider-kamepriep xoHe mikenel u3ukanblK apanacy XxyleneHedi. OnapdbiH bipbiHFal
KomMripoMmemauusi cueHapulii asicbiHOa e3apa balinaHbiCbl MeH Kyuieldmy acepi kepcemineoi.

AwbIK fbifNbIMU 3epmmeyriep MeH carnalblK ecenmepeae cyleHe ombipbir, Stuxnet, YkpauHaHbIH
9HepeemukanbiK UHGpaKypblibiMbiHa XacanfaH wabybindap, CrashOverride/Industroyer, TRITON/Trisis
JKOHe eHepKacinmik opmadarbl ransomware uHyudeHmmepi mandaHadbl. CoHbiMeH kamap «LLlabysin mypi —
K®)XX Kkabambl» KarudambiHa HeeziddenzeH mayekenze bardapnaHraH Mampuua YcbiHbinadbel. [T/OT
OKUFanapblH KOppernauyusnay XoHe MawuHasblK OKbimy o8dicmepiH KondaHy apKbifibl aHoMasnusnapobl
aHbikmayobIH maxipubenik nadnnalHbl cunammanaosi.

XKymbic KOXX apxumekmypachblH, Kerngekmopsisi onepayusnapdbid emiprik yuknid xoHe CT PK
ISO/IEC 27001, NIST, ISA/IEC 62443, MITRE ATT&CK for ICS cmaHdapmmapbiHa calKec UHXeHeprnik
KopfaHbIC wapanapbiH 6eliHenelimiH kecmersep, cxemarnap MeH epaghpukmepdi Kammuosbl.

Tytin ce3dep: keneekmopssl wabysindap, FDI, supply-chain, ransomware, TRITON, Industroyer,
aHomarnusnapOobl aHbIKmay.

Kipicne
Kubepdusmkaneik xynenep (K®X) ecentey, KOMMYHUKaUUANbIK XoaHe OU3UKanbIK
KOMMNOHeHTTepai 6ackapyabliH, GipbiHFan KOHTYpbiHa OipikTipeai. byn xepae undpnblk apekeTTep
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