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BLOCKCHAIN-ENABLED VOTE VALIDATION THROUGH A CRYPTOGRAPHIC
AND SYSTEM-LEVEL APPROACH TO SECURE ELECTIONS

Abstract: This paper presents a secure, transparent, and tamper-resistant web-based voting
application. Designed specifically for university-level elections, the system leverages a private blockchain
network to ensure the integrity and immutability of each vote. Built using a modern technology stack —
TypeScript and React on the frontend, Axios for communication, and a Fastify-based Node.js backend with a
MySQL database - the platform prioritizes both usability and security.

The voting process is authenticated and validated through cryptographic hashing and blockchain
consensus, preventing unauthorized alterations or vote duplication. Each vote is recorded as a transaction on
a private blockchain, where nodes verify its legitimacy before it becomes part of the permanent ledger. This
system-level integration of blockchain offers auditability, transparency, and trust, eliminating the need for
manual verification and reducing the risk of election fraud.

The solution is tailored for institutional adoption, ensuring that only authenticated university users can
participate. Through this approach, the project demonstrates how blockchain technologies can be practically
applied to enhance the credibility and efficiency of digital democratic processes.

Key words: Blockchain, Vote Validation, Secure Elections, Cryptographic Hashing, Private
Blockchain, Web-Based Voting, Fastify, React, Node.js, MySQL.

Introduction

Ensuring the integrity and transparency of elections is a critical challenge in the digital age,
particularly within academic institutions where trust and participation are essential. This paper
introduces a blockchain-enabled web voting system developed for Esil University to facilitate secure
and verifiable student and faculty elections. Traditional digital voting platforms often face concerns
related to data manipulation, unauthorized access, and lack of transparency. To address these
issues, this project integrates blockchain technology to validate votes through a cryptographic and
system-level approach.

The application is built using a modern and scalable technology stack. The frontend is
developed with TypeScript and React for type-safe, component-based user interfaces, while Axios
ensures efficient client-server communication. The backend is powered by Fastify, a high-
performance Node.js framework, and MySQL is used for reliable and structured data storage. This
stack was chosen for its speed, maintainability, and compatibility with enterprise-level deployment,
aligning with the needs of Esil University’s infrastructure.

By leveraging a private blockchain, this system provides an auditable and tamper-proof voting
environment tailored for institutional use.

Literary review

The evolution of electronic voting (e-voting) systems has significantly transformed how
elections are conducted in both governmental and institutional settings. In academic institutions,
particularly universities, digital voting offers an appealing alternative to paper ballots due to its
efficiency, accessibility, and ease of result aggregation. However, many traditional e-voting platforms
rely heavily on centralized server-based architectures, which introduce significant risks in terms of
data manipulation, system compromise, and limited transparency. These centralized systems are
often controlled by a single administrative entity, making them susceptible to insider threats or
unintentional data leaks. In the absence of an external auditing mechanism or verifiable transaction
trail, it becomes extremely difficult to assure stakeholders that the results are accurate and free from
tampering. Several case studies involving university elections have shown how such platforms can
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be misused or manipulated without leaving detectable traces. Therefore, while digital voting offers
convenience, it must also evolve to meet the security expectations required for trustworthy elections.

To address these concerns, blockchain technology has emerged as a robust solution offering
decentralization, immutability, and traceability - properties that make it especially attractive for voting
systems. Blockchain operates as a distributed ledger where transactions (in this case, votes) are
recorded across multiple nodes and can only be appended but never altered or deleted. Several
projects and research efforts have explored blockchain’s role in secure voting, including Voatz (used
in pilot programs for absentee military voting in the U.S.), FollowMyVote, and academic prototypes
designed for small communities. These systems demonstrate how blockchain can enable
transparent vote recording and result verification, while ensuring that no single entity has the ability
to alter votes post-submission. As noted by Hardwick et al. (2018), blockchain’s trustless nature
allows participants to verify vote integrity independently, significantly reducing the need for human
auditing. Nonetheless, public blockchain solutions often present challenges such as high
computational overhead, lack of scalability, and complex deployment requirements. Moreover, public
networks may introduce privacy concerns, which is why private or permissioned blockchain systems
are often considered more suitable for institutional environments like universities.

Complementary to blockchain, cryptographic techniques are foundational to any secure
digital voting system. These include cryptographic hash functions that ensure data integrity, digital
signatures that validate the authenticity of vote submissions, and public-key encryption mechanisms
that protect user identities and ballot content. Advanced cryptographic protocols like homomorphic
encryption and zero-knowledge proofs have also been explored in academic literature for their ability
to allow vote tallying without revealing individual vote choices. For example, Chaumian voting
systems utilize blind signatures to maintain vote confidentiality while still allowing verification of vote
legitimacy. These cryptographic methods prevent common attacks such as vote tampering,
impersonation, or replay attacks during data transmission. However, implementing such
cryptographic protocols can introduce usability and performance trade-offs, especially when not
paired with optimized system architecture. In real-world academic applications, simplicity and speed
are often critical, so the challenge lies in finding the right balance between strong encryption and
operational practicality.

Beyond the cryptographic level, system-level security measures are essential for ensuring
the holistic safety of any digital voting platform. This includes enforcing role-based access control
(RBAC) to distinguish between voters, administrators, and system validators; implementing secure
APIs to prevent unauthorized data access; and applying rigorous database protection techniques
such as audit logging, SQL injection prevention, and transactional integrity. Even a blockchain-
backed system can become vulnerable if frontend security flaws, server misconfigurations, or
unprotected endpoints are exploited by malicious users. Research into full-stack security practices
has emphasized that true end-to-end protection must include not just cryptographic operations but
also architectural hardening, routine vulnerability assessments, and secure development lifecycles
(SDLC). For example, improperly configured API routes or a lack of HTTPS encryption could expose
user authentication tokens, leading to compromised voting sessions. Thus, any practical
implementation must consider not just vote integrity, but also access control, data confidentiality,
and system resilience under load.

Despite the technical maturity of blockchain and cryptographic research, many of the
proposed systems are either too complex or too resource-intensive for small-scale or institution-
specific use cases. Public voting frameworks often assume high computational power, dedicated
hardware, or specialized cryptographic knowledge — conditions that are not always available in
educational institutions. Moreover, student and faculty users typically expect intuitive interfaces and
a seamless user experience, which overly technical or sluggish systems fail to provide. Existing
solutions also tend to lack customization features for organizational hierarchies, candidate filtering,
or role-based election processes common in universities. Therefore, there is a clear need for a
tailored solution that meets the unique voting requirements of academic institutions like Esil
University while maintaining high levels of security, transparency, and auditability.

This project addresses that need by combining blockchain security with lightweight,
maintainable technologies in a practical and scalable architecture. The front-end is built using React
and TypeScript, providing a modular, strongly-typed, and responsive interface that ensures a smooth
experience across devices. React’'s component-driven architecture makes the platform easy to
maintain and extend, while TypeScript adds an extra layer of code safety. Axios is used for efficient
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and secure HTTP communication between the client and the server. On the backend, Fastify, a
modern and performance-focused Node.js framework, is chosen for its low overhead and ease of
integration with plugins and middleware. Finally, MySQL serves as the relational data store, offering
structured data handling and robust transactional support. A private blockchain component is
integrated into this architecture, validating and logging each vote as an immutable transaction, while
maintaining a clear separation of concerns between the blockchain, application logic, and user data.
This combination results in a secure, transparent, and institution-specific voting platform that is both
easy to use and hard to compromise.

Methods and Materials

This section outlines the architectural design, development process, and technologies used
to implement the blockchain-enabled voting system for Esil University. The goal was to create a
secure, transparent, and accessible web application that allows students and faculty members to
participate in institutional elections with confidence that their votes are accurately recorded,
validated, and protected from tampering. The project employed a layered and modular architecture
to separate concerns across authentication, vote casting, vote validation, and result aggregation.
Each layer was built with a focus on maintainability, scalability, and cryptographic integrity.

The frontend of the application was developed using React and TypeScript. React was
selected for its component-based architecture, which enables reusable and modular user interface
elements. This approach allowed rapid development of various components such as the login
screen, candidate selection interface, confirmation modals, and result visualization dashboards.
TypeScript added a type-safe layer on top of JavaScript, which significantly reduced runtime errors
during development and made the codebase more maintainable and easier to scale. The Ul was
designed with simplicity in mind, following accessibility and responsive design principles to ensure
that users could participate in the voting process seamlessly from desktops, tablets, or smartphones.
The main page design can be seen on picture 1.

ES”-G:(‘\'\\\L Kabuuer obyuaiouwerocs

Aobpo Ha y PaHULy cucTeMbl Esil Uni:

Ha NaHennX HIKe NPEAOCTaBEHa WHGOPMALMA O CHETEME W CCHKU HA TONOCOBANMNA

a a
BuiGop: pykosoaurens KM Bui6opbi npesuaenTa EsU

Vudopmanms u Gynkumn

Nopapobiee o cucreme

Picture 1 — https://vote.esil.edu.kz main page

Axios was used on the frontend for HTTP communication with the backend server. Axios
offers features such as automatic JSON parsing, request/response interceptors, and CSRF
protection, making it ideal for handling secure communication between client and server. Every user
action, such as login, vote submission, and result retrieval, is encapsulated as an Axios request and
handled asynchronously to ensure a responsive user experience. Authentication tokens and session
identifiers are securely stored in memory, and sensitive operations are performed using HTTPS to
prevent eavesdropping or man-in-the-middle attacks.
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The backend was implemented using Fastify, a high-performance web framework for
Node.js. Fastify was chosen over other alternatives due to its non-blocking architecture, built-in
JSON schema validation, plugin extensibility, and superior performance benchmarks. Backend
responsibilities include user authentication, candidate listing, vote submission endpoints, and
blockchain interaction. All endpoints are protected with role-based access controls and request
validation logic to ensure only authorized users can perform sensitive operations. For example, only
eligible voters can cast a vote, and administrators have exclusive access to result dashboards and
blockchain summaries. User data, election configurations, and session logs are stored in a MySQL
database. MySQL was selected due to its widespread support, ACID-compliant transactions, and
ability to handle complex relational queries. Tables include users, votes, elections, candidates, and
audit_logs, all normalized and indexed for performance. Foreign key constraints and transaction
isolation levels are enforced to prevent duplicate votes, orphaned records, and unauthorized
updates. A particular focus was placed on ensuring vote idempotency - once a user submits a vote,
any repeated submission attempts are ignored or rejected with proper error handling. To ensure that
a person cannot vote twice, a check if they have voted previously is implemented. The check can be
seen on picture 2, and the transaction of vote submission is on picture 3.

it vote_db.qu (
ipation WHERE id = ? AND user_id = ? LIMIT 17,

if (alreadyvVoted) {
return reply.code(4@9).send({ error: "Bbl yxe nporonocosanu"

Picture 3 — A transaction for vote submission

The blockchain module was implemented as a private permissioned blockchain, operating
alongside the main application as a vote validation and auditing service. Unlike public blockchains,
the private blockchain is controlled and maintained internally by the institution’s IT infrastructure.
This ensures better performance, lower energy costs, and administrative control without sacrificing
immutability and traceability. Each vote submitted through the backend is hashed using SHA-256
and broadcasted as a transaction to the blockchain. Transactions are grouped into blocks,
timestamped, and appended to the chain through a simplified proof-of-authority (PoA) consensus
mechanism, which is well-suited for trusted, institution-level environments. The “vote chain” table
collects the hashed continuity of “blocks”, which are validated later during result check. The result
can be seen on picture 4.

block_index timestamp
INT DATETIME

Picture 4 — A chain of hashes

The blockchain node maintains a minimal ledger containing vote hashes, timestamps, and
election IDs. This makes it possible to verify the authenticity and order of votes without revealing
sensitive information. Once stored, votes become immutable; any attempt to modify past records
would require consensus from the entire node network - an impossible task in this closed system
without administrative tampering, which is easily detectable. Administrators can run audit routines
that compare MySQL vote records with blockchain hashes to verify that no vote has been altered or
omitted from the official results.
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The development workflow followed an iterative, test-driven approach. Git was used for
version control, and development was divided into sprints focusing on separate modules such as
user management, blockchain integration, and Ul testing. Unit tests and integration tests were written
using Jest and Supertest for the backend, while the frontend components were tested using React
Testing Library. Every critical function - such as vote recording, hash generation, and blockchain
confirmation - was covered by automated tests to ensure robustness.

Security measures were a core part of the development cycle. Passwords were hashed using
bcrypt before storage, JWT tokens were used for session management, and all sensitive routes were
rate-limited and monitored. The system also includes logging and alerting mechanisms that notify
administrators of suspicious activities, such as multiple failed login attempts or unusually timed vote
submissions.

Finally, deployment and testing were done on a local staging server that mirrored the
university’s production environment. Docker containers were used to package the backend server,
blockchain node, and MySQL database, making it easy to replicate and scale the system across
different environments. Future deployment to Esil University’s infrastructure will include load
balancing and SSL certification for production readiness.

Results

The blockchain-enabled voting system was successfully deployed in a staging environment
mimicking Esil University’s infrastructure. The system was tested using a series of controlled mock
elections involving administrative testers, faculty volunteers, and student accounts. The results
validate the effectiveness, transparency, and resilience of the proposed solution.

Every submitted vote was cryptographically hashed and recorded in a blockchain ledger.
During tests, any attempt to manipulate previously recorded votes directly in the MySQL database
failed blockchain verification, highlighting the effectiveness of the immutability enforcement.
Comparison routines confirmed a 100% match between stored vote hashes and real-time blockchain
records, demonstrating the system's capability to detect tampering with deterministic certainty. The
backend logic correctly rejected repeated vote submissions by the same user for the same election.
Tests involving rapid repeated requests from the same user ID showed consistent 409 Conflict
responses, and no duplicate entries were recorded in either vote participation or vote_chain tables.
This behavior was verified both through API logs and SQL query audits.

Using Fastify, the system handled concurrent voting requests with minimal latency. In a test
scenario simulating 200 simultaneous vote submissions, the backend maintained an average
response time of under 150ms per request, with no failed transactions. The blockchain component
processed new blocks within 300ms of final vote submission. Frontend testing across multiple
devices (desktop, tablet, smartphone) showed consistent rendering and usability of the interface.
Voters were able to log in, view candidates, solve the CAPTCHA, and vote with a median completion
time of 1.2 minutes. No critical errors or navigation issues were observed.

The integration of Google reCAPTCHA v2 successfully blocked all vote attempts without a
valid CAPTCHA token. Submissions lacking valid authentication or CAPTCHA response returned
appropriate 403 or 400 errors, with no data written to the database or blockchain, confirming the
robustness of the access control layers.

System administrators were able to export voting records, including vote hashes,
timestamps, and block indices, using prebuilt audit queries. These records were easily reconciled
with the blockchain for manual verification, fulfilling the goal of a fully auditable vote history.

Preliminary feedback from participants and university administrators was positive. Test users
highlighted the transparency and simplicity of the voting interface, while IT staff emphasized the ease
of deployment and maintainability. The system's layered architecture also enabled targeted
debugging during testing phases, which contributed to rapid issue resolution and confidence in
production readiness.

Discussion

The implementation of a blockchain-enabled voting system for Esil University demonstrates
the practical feasibility of integrating modern cryptographic technologies with institutional decision-
making processes. The approach taken in this project bridges the gap between theoretical research
and real-world application by providing a solution that is not only secure and auditable but also
lightweight and user-friendly for a university environment.
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One of the most important outcomes of this system is the validation mechanism powered by
a private blockchain. This mechanism provides a cryptographic guarantee that each vote is both
legitimate and immutable. By hashing each vote and storing it on a tamper-resistant ledger, the
system eliminates the risk of post-submission vote manipulation - one of the most common concerns
in digital voting systems. Furthermore, the use of a permissioned blockchain architecture ensures
that only authorized nodes can participate in the consensus process, offering a balance between
decentralization and administrative control.

The modular and layered architecture also plays a critical role in the project’s success. The
frontend, built with React and TypeScript, offers a modern, accessible user experience that simplifies
the voting process for students and faculty alike. Meanwhile, Fastify on the backend ensures high-
speed request handling, and MySQL provides the stability and relational structure needed for
maintaining vote records, user data, and audit logs. The separation of concerns between these
layers allows future improvements — such as multi-factor authentication or biometric ID integration -
without major system rewrites.

However, several challenges and trade-offs were encountered during development.
Implementing blockchain in a university setting requires administrative oversight and technical
familiarity with decentralized systems, which may not always be present. Educating IT staff on
blockchain maintenance and ensuring reliable uptime for validator nodes are essential to avoid voter
distrust. Additionally, while vote data is hashed for privacy, further steps may be needed to fully
anonymize user actions in compliance with evolving data protection standards.

Another consideration is scalability. While the current system is designed for institutional
elections involving hundreds or thousands of users, further optimization would be needed for broader
applications with more complex voting workflows or larger populations. Integration with Esil
University's existing infrastructure - such as single sign-on (SSO) services or student portals - could
also improve adoption and usability, but would require additional development effort.

Overall, the project successfully balances usability, performance, and security in a voting
system tailored to the academic environment, paving the way for future expansions and broader
applications in similar institutions.

Conclusion

This paper has presented the design and implementation of a blockchain-enabled voting web
application developed specifically for Esil University. By combining cryptographic vote validation with
a modern, modular web architecture, the system achieves a high level of security, transparency, and
user accessibility. The integration of a private blockchain ensures the immutability of every vote,
while cryptographic hashing and system-level protections prevent unauthorized actions and data
manipulation.

The chosen technology stack — TypeScript and React for the frontend, Axios for API
communication, Fastify and Node.js for backend logic, and MySQL for structured data storage - was
proven to be both efficient and developer-friendly. It supports rapid development, clear separation of
concerns, and straightforward deployment, making it suitable for institutional environments with
limited technical resources.

While further enhancements are possible - such as biometric authentication, voter anonymity
improvements, and expanded election configurations - the current system lays a strong foundation
for secure, auditable, and user-centric digital elections. Most importantly, it demonstrates how
blockchain can be effectively utilized beyond cryptocurrency, offering trust and transparency in
democratic processes within academic settings.
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NMPOBEPKA PE3YJIbTATOB FOJIOCOBAHUSA C UCMNOJIb30BAHUEM BJIOKYEMHA C MOMOLLIbIO
KPUNTOrPA®UYECKOIO NOAxXoaA n noaxonA HA CUCTEMHOM YPOBHE ANMA OBECMNEYEHUA
BE3OMNACHOCTHU BblIBOPOB

B smold cmambe npedcmasnieHo 6e3onacHoe, [po3pa4yHoe U 3aWuueHHoe  om
HecaHKUUOHUpogaHHO20 docmyrna eeb-rpurnoxeHue 05 2onocoeaHusi. PaspabomarHas crieyuansHO 0Onsi
8b160pP08 yHUBEPCUMEMCKO20 YPOBHS, cucmema ucrosnb3yem yacmHyto briokdelH-cempb 011 obecrnevyeHusi
uesloCcmHOCMU U HEeU3MeHHOCMU pe3ysibmamos Kax0020 e2osiocosaHusi. Cos30aHHasi C UCMOb308aHUEM
cmeka cospeMeHHbIXx mexHornoauli — TypeScript u React 8o eHewHem uHmepgbelice, Axios Ond ces3u u
cepsepHol Yyacmu Ha ba3se Fastify Node.js ¢ 6a3ol 0aHHbIx MySQL — nnamgbopma cmasum 80 anagy yana
y8obcmeo ucronb3o8aHusi u 6e3onacHocme.

lNpouecc eonocosaHusi aymeHmughuyupyemcs u 8aaudupyemcs ¢ noMoWbio Kpunmozpaguyeckozo
X3WUpPOBaHUSI U KOHCeHcyca Ha briok4eliHe, Ymo npedomepaljaem HecaHKUUOHUPOBAHHbIE U3MEHEHUS unu
dybriuposaHue pe3ynbmamos 2o510co8aHusi. Kaxoblili 20510c peaucmpupyemcsi Kak mpaH3aKuyus 8 4aCmHoM
briokyeliHe, 20e y37ibl MPOBEPSIHM €20 JIe2UMUMHOCTb, MPEX0e YeM OH CMaHo8UMCS Yacmbto MOCMOSIHHO20
peecmpa. Oma uHmeezpayus 6rok4eliHa Ha cucmeMHOM yposHe obecriedyugaem 803MOXHOCMb ayouma,
npospayHocms U dosepue, ycmpaHsisi Heob6xoduMocmb 8 py4yHOU MposepKe U CHUXasi pucK ¢hanbcughukayuu
8blbopos.

PeweHue paspabomaHo crieyuarnbHo 055 UHCMUMYyUUOHaIbHO20 8HEOPEHUS, 2apaHmupys, 4mo 8
HeM cMoeym ydYacmeosamb MOJbKO npowedwue aymeHmugbukayuto rnonb3oeamenu yHusepcumema.
brazolapss makomy nodxody npoekm OeMOoHCmpupyem, Kak mexHosoauu 6rokdyelHa moeym Obimb
npakmu4ecku npumeHeHbl Orisi noebiweHuUsi 0osepusi U 3¢hghekmusHOCMU UUGPO8bIX OeMOKpamuyecKux
rpouyeccos.

Knroyeenie cnoea: briokyeliH, Banudayus eonocos, be3onacHbie ebibopbi, Kpunmozpaguyeckoe
xawuposaHue, lNpusamHbil 6r10k4eliH, Beb-2onocosaHue, Fastify, React, Node.js, MySQL.
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CAVIHAYD,bI[-I, KAYINCI3AINH KAMTAMACDI3 ETY YLUIH KPUMTOrPA®UANbIK KOHE XYAENIK
OEHFEMOET TOCIN APKbIJbl BTIOKYEUHAI KONAAUTbLIH OAYbICTAPAbI TEKCEPY
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byn makanada Kayincis, mendip xoHe bypmanaHyra me3imoi eeb-0aybic bepy KorndaHback! bepineeH.
YHusepcumem QdeHeeliHdeai calinay ywiH apHalbl 83iprieH2eH xylie apbip OaybiCmbiH mymacmsbifbl MeH
e3zepmelimiHlieiH Kammamacbi3 emy VYWiH Xeke ©Orok4yelH XeniciH naldanaHadbl. 3amaHayu
MeXHOoaUsNIbIK CMeK KemeaiMeH KypacmbipbliraH-TypeScript xoeHe React on the frontend, axios for
communication }KeHe Fastify HeeziziHdeai TytiH.MySQL Oepekkopbi 6ap js cepsepi-nnamgopma
bIHFalbinbiKKa 0a, Kayincizdikke de bacbiMmObiK bepedi.

Haybic 6epy npoueci kKpunmozpausinblK Xawmey xoHe O650K4YelH KOHCEeHCYCbl apKbisbl
aymeHmucpukayusinaHadbl xoHe pacmanaldbl, 6yn pykcam eminmezeH ©632epmynepdiH Hewmece
OaybicmapObiH KalimanaHyblHbiH andblH anadbl. Opbip Odaybic xeke brnokdelHdeai mpaH3akyusi pemiHoe
Xa3sbinadsl, oH0a myliHOep mypakmsbl kimanmsbiH 6esniei 6onraHra OeliiH OHbIH 3aHObIbIFbIH MeKcepeoi.
briokyeliHHIiH Xylenik deHeeldeai 6yn uHmMespayusicbl ayOumminikmi, awbIKMbIKMbl XOHE CEeHIMOinikmi
Kammamacbi3 emedi, KOJIMEH MeEKCePy KaxkemmiriieiH Xosi0bl xaHe calnaydbl 6ypmanay KayniH a3atimadbl.

Uewim uHcmumyuyuoHandbl Kabbindayra 6eliimOenizeH, OfaH meK aymeHmucgukauusinaHraH
yHuUsepcumem naudanaHywbinapbl kambica anadbl. Ocbl macin apKbiribi xo0ba yugpribiK 0eMoKpamusiibiK
npouecmepdiH ceHimOiniei MeH muimOiniaiH apmmabipy yWwiH 610Kk4eliH mexHooeusnapbiH ic Xy3iHoe Kanal
KondaHyra 6onambIHbIH Kepcemeoi.

TytiH ce3dep: brokyelH, Haybicmapdsl Tekcepy, Kayinciz Calnay, Kpunmoepagusinsik Xaumey,
XKeke BnokyeliH, Be6-[aybic bepy, Fastify, React, Node.js, MySQL.
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