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ANALYSIS OF METHODS FOR ENCRYPTING VIDEO RECORDER FILE SYSTEMS
TO OPTIMIZE DIGITAL FORENSICS RESEARCH METHODS

Abstract: Mobile phones have become not only a means of communication, but also significant
sources of information. Despite the development of encryption technologies and methods, it remains important
to develop special and obtain new knowledge, search, develop and improve methods and approaches to the
study of mobile devices. This study solves problems aimed at solving problems of optimizing the data analysis
and processing system, as well as effective decision-making during the investigation of digital forensic experts
based on artificial intelligence technologies and machine learning algorithms. In view of this, as well as in order
to create new methods and algorithms, a deep and comprehensive analysis and review of the encryption
methods of video recorder file systems for optimizing digital forensics research methods was carried out. The
analysis and review of the video recorder file system made it possible to justify the choice and development of
a methodology for detecting encryption and restoring video data from digital video recorders and mobile
devices. The review defines the structure and mechanism of the file system. The conducted analysis and
review are useful for forensic experts and digital forensics experts in analyzing digital evidence related to video
surveillance. This analysis and review were the first stage in the implementation of a scientific project on digital
forensics.
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Introduction

Introduction. Mobile digital forensics play an important role in crime investigation in the
modern world. Mobile phones have become not only a means of communication, but also significant
sources of information. Despite the development of encryption technologies and methods, it remains
important to develop specialized and obtain new knowledge, search, develop and improve methods
and approaches to mobile device research. By continuing to develop their skills, forensic specialists
will be able to effectively use the opportunities provided by modern technologies and innovative
methods and digital tools.

This project addresses the challenges of optimizing the data analysis and processing system,
as well as effective decision-making during digital forensic investigations based on artificial
intelligence technologies and machine learning algorithms. The proposed approaches combine
advanced methods for extracting existing and restoring deleted information, as well as optimizing
the analysis of the obtained data using artificial intelligence, thoroughly tested in various possible
scenarios for effective subsequent decision-making.

The analysis and review of the video recorder file system provided the basis for the selection
and development of a methodology for detecting encryption and recovering video data from digital
video recorders and mobile devices. The review defined the structure and mechanism of the file
system. The analysis and review are useful for forensic experts and digital forensic experts in
analyzing digital evidence related to video surveillance.

To create new methods and algorithms, a detailed review of file system encryption methods
for various video recorders and mobile devices was also conducted, which considered the basic
principles of operation and basic transformations. The obtained results confirm the relevance and
prospects of research areas in the field of digital forensics.

Main Parts:

Review of the Video Recorder File System

Video recordings of CCTV systems are the most useful evidence in forensic activities.
However, it is difficult to analyze the hard drive using the recorder's file system, since there is
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currently no relevant research. This study determines the structure and mechanism of the file system
of the Hiwatch DS-H104G recorder.

The presented study examines in detail the file system of the Hiwatch DS-H104G video
recorder. Key components of the file system, such as the «Master Sector» (MBR — Master Boot
Record), «System Logs», «Video Data Area» and «HIKBTREE», are identified. Understanding the
structure and mechanism of operation of these components allows us to develop methods for
effective extraction and recovery of video data.

With the increasing use of video surveillance systems, the importance of video recordings as
evidence in judicial practice also increases. However, the analysis and recovery of video data from
digital video recorders (DVR) presents significant difficulties due to the use of proprietary file systems
by manufacturers. This makes it difficult to use standard methods and tools for data extraction [1].

Many DVR manufacturers develop their own proprietary file systems. This is due to several
reasons:

1. Performance optimization — specific file systems allow you to optimize the speed of writing
and reading data, ensuring stable operation during continuous recording from multiple cameras.

2. Data Security — Native file systems make it difficult for unauthorized access to video data,
increasing security;

3. Resource management — optimizes disk space usage through cyclic writing and efficient
data fragmentation management.

Many DVRs use a block structure to store data. Video data is recorded in fixed-size blocks,
making it easy to manage loop recording and overwriting of old data.

Video recordings are often encoded using efficient codecs such as H.264 or H.265. This
allows for a reduction in the amount of data stored without loss of quality. Special container formats
adapted to a specific device may be used within the file system.

To provide quick access to video recordings by time or event, special index structures are
used. They can contain information about key frames, recording start and end times, channel
numbers, and other parameters.

As for the Hiwatch DS-H104G recorder and research methods, this is a four-channel video
recorder for analog cameras (four BNC input connectors), and you can additionally connect two IP
cameras, the recorder does not provide PoE power. Three analog cameras were connected to the
recorder, one TVI format and two PAL format cameras. A 120 Gb SSD hard drive was installed.
Video recording settings were enabled for continuous recording at a speed of 24 frames per second.

The recorder was flashed with the new, latest firmware. The firmware of the recorder was
done by unsoldering the EEPROM memory chip 25Q128FVSG. The old firmware was read by the
MiniPro programmer using the SOIC8/SOP8-DIP adapter with spring clips, then the chip was erased
and flashed with the new firmware. The password 1q2w3e4r was set and the graphic password was
set to Z. In the recorder settings, when requesting information about the system, the following data
is displayed: 1. serial number 0420170526 AAWR770642404WCVU, 2. firmware version V3.4.80,
Build 170225, 3) confirmation code RRRWAR, 4) board version 0x9fa00 [1, 2].

The version of the board DS-80237 rev.5.2 is written on the recorder board. Four
microcircuits are soldered on the board:

1. EEPROM memory chip 25Q128FVSG in SOICS8 package, it stores the device firmware.

2. TP2853 from TechPoint is a HD-TVI 3.0 video surveillance receiver chipset, which is a 4-
channel multi-standard 3—-8-megapixel receiver with support for 2 BT.656 outputs, designed to
process video signals from video surveillance cameras.

3. nt5cb128m16ip-ek DDR3 SDRAM synchronous dynamic random-access memory. This is
the RAM, works together with the CPU.

4. The processor itself has a glued radiator, upon removal of which there are inscriptions KY-
2015-7.

When installing a hard drive in a recorder, it requires its initialization, because of which it
writes its file system to it. The first 512 bytes (MBR sector) are written with only 0x00, which makes
it unknown to common file systems, the recorder uses its own file system, presumably to improve
the efficiency of video management and copy protection.

As a result of the study of the Hiwatch recorder file system structure, it was revealed that all
video data is placed in a data structure called a data block record, which contains time records,
channels, and initial locations of the data block. Video data blocks can be found using a structure
called HIKBTREE. The structure of the video recorder file system consists of four physical sections.
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The first section, «Master Sectory, contains information about the general structure of the file system.
The second section contains «System Logs», which store information about events and the state of
the DVR. The third section, «Video Data Area» has numerous data blocks for storing video data.
The fourth section, HIKBTREE, contains video data metadata, including time records and others.

The «Master Sector» contains information about the overall structure of the file system. This
area starts at offset 0x200, and the size of the master sector is 256 bytes. The file system signature
values are «HIKVISION@HANGZHOU (0x48 49 4B 56 49 53 49 4F 4E 40 48 41 4E 47 5A 48 4F
55)», as shown in Figure 1.

SO0 000, PR PP PR R A G, e

Sira HNN = 0% 1hFPA7RONN = 170034 123 776 haits
AOOress of SSIRM [OUIrnal 0°03a 13200
Size of symterm journal 0° 42600

Elze of cach Bleck of the vides dann & 40000000 bals
Tetal blecls of data 098F 112

lime ot IntiEkizetion U767 114180 sec. from 189/0 yesr
= Uil VS e T TS L THL 0SS

o0 00 00 0
0 B0 B0 B0 0D B

Beeona i 80 b B0 B9 5O 50 B0 50 Ay

Figure 1 — File system signature values Source: completed based on [1]

HIKVISION video recorder. At the end of the video data block, there is an IDR table, which
records the addresses of the beginning of the video recording segments with a duration of one
second. Each entry of the IDR table is written in the direction of decreasing offset from the end of
the data block. It starts with the signature «OFNI (Ox4F 46 4E 49)» and has a fixed size of 56 bytes
for each entry. By comparing the IDR table timestamps stored in the entries of the data block, it is
possible to check the time of the IDR images. In general, a series of video data is stored in the same
data block when it continues recording [1, 2].

HIKBTREE contains metadata of each video data in data blocks. HIKBTREE is a
fundamental area for detecting data block offset, presence of video data and other additional
information about records. Since it has a signature value of 'HIKBTREE (0x48 49 4B 42 54 52 45
45)', the term HIKBTREE will be used. The backup HIKBTREE is located after the previous one.

When the data volume exceeds the capacity of the hard disk, the old video data is overwritten
with new data. Old video data may sometimes be saved together with new data in a data block if the
device is suddenly stopped or turned off. When video data is overwritten, the following changes: the
«Channel» and «Record Start/Stop Time» values in the data block entry. «Channel» is updated as
the current channel, and «Record Start/Stop Time» is changed to «OxFF FF FF 7F 00 00 00 00» —
'start 2038-01-19 03:14:07' 'stop 1970-01-01 00:00:00'.

CCTV footage is the most useful evidence in forensic work. However, it is difficult to analyze
a hard drive using the HIKVISION file system, as there is currently no relevant research. It is
important to evaluate proprietary file systems, otherwise valuable digital evidence may lose its
evidentiary value. Therefore, it is necessary to identify unknown file systems.

Thus, this review defines the structure and mechanism of the HIKVISION file system, which
are not well known. Using the results of this analysis, forensic experts and digital forensic experts
can analyze the hard drives of HIKVISION products with the integrity of digital evidence. In addition,
the case analysis procedure can be useful to counteract anti-forensic actions such as system
initialization or data overwriting. This review is conducted to provide useful results of the HIKVISION
file system analysis for forensic experts and digital forensic experts in analyzing digital evidence
related to video surveillance.

Overview of File System Encryption Methods for Hikvision and Dahua Video
Recorders

Hikvision and Dahua are the world's leading manufacturers of video recorders (DVR/NVR),
which are widely used in video surveillance systems. These devices are an important target for
protection against unauthorized access, as they store large amounts of video data. Both systems
have similar encryption methods that they use in their file systems.
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If we talk about similar approaches to encryption, we can say that both systems encrypt data
at the device level, encrypt data streams, and protect configuration data. When encrypting data at
the device level, both systems use encryption algorithms to protect information on hard drives, as
well as flash drives. These algorithms prevent unauthorized access in the event of loss or theft of
the device. In addition, both systems use encryption already during recording and data transfer,
which helps to avoid data leakage at intermediate stages.

When it comes to encryption of data streams, records can be encrypted before being saved
to a hard drive or flash drive. This also provides additional security in the event of an attempt at
unauthorized access to the storage medium, because it may be impossible to decrypt the data
without the encryption key. At the same level, protection against interception and analysis of video
streams occurs, which also provides a high level of security for video recordings. These methods
reduce the risk of data compromise. Another similarity between the two surveillance systems is the
protection of configuration files. Passwords, access keys and configurations are stored in encrypted
form, the use of such measures also reduces the risk of replacement/change of configuration data,
as well as their abuse. Thus, a comprehensive approach to encryption of data and configurations of
both systems provides a high degree of security and increases resistance to threats [1, 3].

HikVision file systems use specific encryption methods that also provide maximum data
protection. The system uses several encryption methods that include AES, TLS/SSL, hardware
encryption and many more, which provide a high level of data security on HikVision devices. AES
improves protection against loss or theft of storage media, using 128/256-bit encryption keys, which
are well suited for encrypting video recordings and other data on the device. TSL/SSL is used for
data transmission, providing encryption when accessing the device remotely over the network.

Within the framework of the file system under consideration, it is used to protect data when
broadcasting video streams to client devices. The implementation of TSL/SSL protects against most
network threats, plus it provides secure device management and viewing of video streams, which is
especially important for video surveillance systems. The HikVision file system also uses hardware
and cloud encryption. Hardware encryption is not implemented in all models, but it is designed to
improve performance, as well as the use of specialized cryptographic processes.

It is important to note that in addition to everything, Hik-Connect services encrypt data before
transferring it to the cloud, which also adds protection against data interception. HikVision devices
also use TPM (Trusted Platform Module), which serves for secure storage of keys and increases
protection for authentication. HikVision file systems combine many encryption methods, which
increase data protection several times, all methods are aimed at secure storage and protection of
data.

Dahua file system encryption methods are also focused on maximum data protection. They
include AES-256, SHA (Secure Hash Algorithm), SSL/TLS, hardware encryption, P2P connection
encryption, and proprietary algorithms. AES-256 provides reliable data encryption both on storage
media and during network transmission, which demonstrates a high level of security. The SHA
algorithm is used to check the integrity of data, with its help you can track whether a file has been
changed or whether there has been an attempt to forge it. SSL/TSL creates secure channels
between devices and clients, thanks to which it can prevent interception or substitution of transmitted
information.

Dahua systems have implemented a comprehensive approach to data encryption and
maximum data security. Hardware encryption reduces the load on the main processor and increases
performance when encrypting data. P2P encryption, in turn, provides secure remote access via
SmartPSS applications and the Dahua mobile application, and encryption of data before sending it
to the network prevents its interception. It is worth remembering that some systems also have their
own algorithms, which provide additional data protection. Together, all these methods guarantee a
high level of confidentiality, integrity and security of data.

Thus, despite all this, these file systems have some shortcomings or points that need to be
considered. For example, key management requires greater responsibility in terms of the security of
storage and transmission of keys, since the reliability of encryption heavily depends on this. If the
keys are compromised, the data becomes vulnerable. In addition, on some models with limited
resources (some budget models), encryption can cause delays in recording or playback. Devices of
both HikVision and Dahua file systems have been attacked due to vulnerabilities in software. There
have been situations with password leaks and weak authorization mechanisms.

In general, the encryption methods of HikVision and Dahua are very similar to each other,
the comparison of encryption methods is summarized in Table 1.
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Table 1 — Comparison of Hikvision and Dahua encryption methods

Parameter Hikvision Dahua
Basic algorithm AES-128/256 AES-256
Data transfer TLS/SSL TLS/SSL
Hardware acceleration Used in high-end models Used in high-end models
Cloud encryption Hik-Connect SmartPSS
Key management TPM, embedded solutions Hardware and software methods

Source: compiled by the author based on [1-2]

Thus, based on all the above, it is shown that HikVision and Dahua use similar approaches
to AES encryption and TLS technology for data transfer. HikVision, in turn, focuses on working with
cloud services using encryption for data security. And Dahua video recorders offer broader support
for hardware data encryption, making the devices of this system more effective in protecting data
with limited resources.

Methodology

This study is represented by the analysis, comparison, synthesis and review of the methods
of encryption of file systems used in Android operating systems (versions 7 and above) and iOS
(versions 8 and above). The study does not affect devices with outdated versions of operating
systems, as well as encryption methods, implemented exclusively at the level of third-party software.
The main attention is paid to build-in data protection mechanisms and their influence on the
possibility of digital forensics.

The research with review and analysis is based on the main encryption methods. There are
two main encryption methods: full -disking encryption (FDE — Full Disk Encryption): All data on the
device are encrypted with one key. Poprol encryption (FBE — File BASDED ENCRYPTION): Data is
encrypted by files with different keys, which allows them to decrypt independently.

The use of encryption in mobile devices: Apple - full -disking encryption was used from iOS
310 i0S 8, with i0S 8, pupillid encryption was introduced. Android — full-disking encryption was used
with Android 4.4 and on some devices to Android 9, puffy encryption acts from Android 7 to Android 14.

Methods of obtaining data from «iOS» devices: backup ITUNES-is considered expanded
logical data extraction. The full file system through the vulnerability of the loading mode (Bootrom
Exploit) is the Checkm8 method, which supports the iPhone versions on A5 chips to A11 (iPhone 4s
to iPhone X). Removing the full file system through the SSH (Secure Shell) protocol allows you to
get deeper access to the operating system and its data. To use this method, it is necessary to
conduct a jailbreak, which provides unlimited access to the iOS operating system.

Methods of obtaining data from «Android» — Throsa [3]: logical extraction by copying data;
Data extraction using the vulnerabilities of the mobile device processor according to the
manufacturer: Unisoc (previously Spreadtrum), Qualcomm, MTK, Samsung Exynos, Huawei Kirin;
Android Physical, Full File System-the method allows to extract the physical image of the memory
of the mobile device on old versions of Android (to Android 6), by obtaining a temporary Root-right;
Backup ADB backup; The method of lowering the application version to extract data from them APK
Download.

Analysis of Encryption Methods for Video Recorder File Systems

1) Analysis of file system encryption methods of Dahua Technology video recorders

Encryption of useful data of video surveillance systems manufactured by Dahua Technology
is carried out at all available levels and processes: from data transmission via the local video
surveillance network to their storage and transmission to the security post, as described in the
relevant documentation on the security of video surveillance systems (Dahua Product Security,
2024). Also, this document contains a description of the video surveillance system diagram with a
central key management server (Key Management Server) (Figure 2).

Accordingly, such a system consists of end devices (in the diagram — a video surveillance
camera, which is equipped with temporary data storage in case of failure of the central recording
device), the central recording device itself, a key management server and an operator. Data from
the video camera is saved to temporary storage in encrypted form and is also transmitted over the
local network using frame encryption. The central recording device records the encrypted data
received on hard drives (Figure 3).
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Figure 2 — Scheme of a video surveillance system with a central key management server
Source: completed based on [2]

Figure 3 — Data flow graph in a video surveillance system with encryption
Source: completed based on [3, 4]

At the same time, the operator still has access to view the broadcast of the video camera
signal, since the key management server provides the ability to issue an encryption key to the
operator's device for viewing cameras in real time (the real-time video stream is encrypted by the
central device itself, the key management server acts as an intermediary in the key agreement
procedure) [1, 2, 11].

Important notes: The series can support basic HTTPS connection, but without full encryption
of the video stream. Specific encryption features may vary depending on the firmware version.
Enterprise models support all modern security protocols. Professional series has limited support for
some encryption features. [2, 12].

The negotiation of encryption keys occurs using the KMIP protocol. KMIP is a standardized
communication protocol developed by OASIS to provide interoperability between different
cryptographic key management systems. The main goal of the protocol is to provide a unified way
to exchange cryptographic material between clients and key management servers, regardless of the
hardware or software manufacturer.

The protocol architecture is based on the client-server model, where the server acts as a
centralized repository and manager of cryptographic keys, and the clients are various applications
and devices that need access to key information. This architecture allows for a single point of control
and management of all cryptographic materials in an organization. Figure 4 provides a typical
diagram of the interaction between a client and a server.
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| Working Scheme of KMIP Protocol (main operation) |
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| Feedback from Authentication |

| Management Operation of Keys |

alt | Groating of Key

Feedback of Greating (1D of Kay, Metadata)

Quary for Creating of Key [Kay Attribut=s) |

| Receiving of Key

Quary for Receiving (1D of Ky} |

Feedback of Key data |

| Searching of Keys |

Query for Searching (Attributes) |
Feedback with ID of Keys

Deleting of Key

| Query to Delete of Key
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| ClosinF of Connection |

Figure 4 — KMIP Parties Interaction Sequence Diagram Source: completed based on [3-4]

The most important aspect of KMIP is the lifecycle management of keys. Each key in the
system goes through several states: from creation to destruction. The initial state of the key is pre-
active, when the key is created but not yet used. The key then moves to the active state, where it
can be used for cryptographic operations. Upon expiration or if necessary, the key can be
deactivated, which prevents its further use. In the event of a compromise, the key is marked as
compromised, which requires immediate cessation of its use and possible replacement. The final
stage is the destruction of the key, after which its recovery becomes impossible.

The protocol's security is ensured by several levels of protection. At the transport level, TLS
is required to encrypt all traffic between the client and the server. Authentication can be performed
using X.509 certificates or other mechanisms, such as login/password. An important feature is the
support of mutual authentication, when not only the server verifies the client's authenticity, but the
client also verifies the server's authenticity.

All operations in KMIP are strongly typed and documented. The protocol supports a wide
range of cryptographic operations, including key creation, derivation, search, and destruction. When
creating a key, you can specify many attributes that define its characteristics and usage policies.
Attributes can include validity, allowed operations, cryptographic algorithms, and other parameters.

The protocol places special emphasis on auditing and access control. Each operation with
keys is logged, allowing their use to be tracked and potential security breaches to be identified. The
access control system is based on a role model, where each user or application is assigned specific
rights to perform operations with keys.

KMIP is widely used in enterprise environments to centrally manage encryption keys. This is
especially important as encryption becomes increasingly used to protect data both at rest and in
transit. In cloud environments, KMIP allows organizations to retain control over their cryptographic
keys even when using external storage services [1, 2, 4, 12].

Modern KMIP implementations provide high scalability and fault tolerance. KMIP servers can
operate in cluster mode, supporting data replication and load balancing. This allows processing large
volumes of requests and ensuring continuous operation even if individual system components fail.
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Integrating KMIP with existing systems is simplified by supporting common cryptographic
standards and interfaces such as PKCS#11, JCE, and Microsoft CAPI. This allows organizations to
gradually migrate to KMIP without having to replace their entire infrastructure at once.

In the context of the Internet of Things (loT), KMIP provides mechanisms for securely
managing keys for multiple devices. This includes initial key loading, key renewal, and revocation if
necessary. The protocol allows centralized control of device cryptographic materials throughout their
lifecycle.

The protocol's extensibility is ensured by the ability to define custom profiles and attributes.
Organizations can tailor KMIP to their specific requirements by adding their own data types and
operations while maintaining compatibility with the base protocol.

The primary benefit of using KMIP is to reduce the complexity and cost of managing
cryptographic keys within an organization. Instead of maintaining multiple disparate key
management systems, organizations can use a single, standardized protocol for all their
cryptographic material management needs.

The actual encryption of data during its storage is performed using the AES-256 algorithm.
The operating mode is not specified, but it can be hypothesized that the GCM mode (Galois/Counter
Mode) is used.

AES is a symmetric block cipher adopted as the encryption standard by the US government
in 2001. The algorithm operates on 128-bit blocks of data and supports keys of 128, 192, or 256 bits,
which determines the number of transformation rounds (10, 12, or 14, respectively). Using a shorter
key length slightly reduces the strength of the algorithm [1, 3, 4, 15].

Basic principles of operation. AES is based on the principle of a substitution-permutation (SP)
network, where data is passed through a sequence of nonlinear and linear transformations. The
input data is organized into a 4x4 byte state matrix, on which all operations are performed.

Basic transformations. SubBytes (Byte Substitution) is a non-linear substitution operation
where each byte of the state is replaced by the corresponding value from a fixed substitution table
(S-box, Table from [1, 2, 16]).

The S-box is built based on multiplicative inversion in the Galois field GF (2"8), affine
transformation over bits, a special structure to counter cryptanalytic attacks. ShiftRows is a linear
transformation in which the status rows are cyclically shifted to the left by a different number of
positions:

- The first line remains unchanged.

- The second row is shifted one byte to the left.

- The third line is two bytes.

- The fourth one is three bytes.

MixColumns is a linear transformation that operates on each state column independently [3,
6]:

e each column is multiplied by a fixed matrix in the field GF(2"8).

e and special coefficients {02}, {03}, {01}, {01} are used.

e provides strong diffusion between bytes within each column.

AddRoundKey (Add Round Key) is a simple bitwise XOR operation of the current state with
the round key [1, 2, 17-18]:

- Each state byte is combined with the corresponding round key byte.

- Ensure the introduction of key material into the encryption process.

- The only operation that uses an encryption key.

Round structure:

- Initial round: only AddRoundKey operation with initial key.

- Main rounds (9, 11 or 13 rounds depending on the key length): SubBytes, ShiftRows,
MixColumns, AddRoundKey.

- Final round: SubBytes, ShiftRows, AddRoundKey (without MixColumns).

Algorithm security:

The cryptographic strength of AES is ensured by a combination of several factors:
with strong nonlinearity of the SubBytes operation.
efficient diffusion through ShiftRows and MixColumns.
d the remaining number of rounds for complete mixing.
mathematically sound design of all components.
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There are currently no feasible attacks on full-round AES when implemented correctly. The
main vulnerabilities are related to side-channel attacks on specific implementations, rather than
cryptographic weaknesses in the algorithm itself [7, 8, 18, 19].

2) Analysis of encryption methods of file systems of Hikvision video recorders

An analysis of available sources of Hikvision (Hangzhou Hikvision Digital Technology Co.,
Ltd) [3, 10, 14] video surveillance system security documentation and user manuals for the most
common digital video recorders did not reveal any mention of data encryption mechanisms during
storage. Data protection functions on storage devices in this manufacturer's video recorders are
limited to prohibiting file deletion and overwriting (during cyclic recording), switching individual hard
drives to "read-only" mode, and setting up backup. However, IP cameras do have a backup SD card
encryption function [4, 13]. According to the manufacturer, a proprietary encryption algorithm is used
[5, 17, 20].

Also, the list of compatible hard drives indicates that the use of hard drives with hardware
encryption is not supported [6]. Data encryption on the NVR / DVR is present only when transferring
data for remote access using the Hik - Connect ( Android , iOS) [7] and iVMS ( Windows , macOS )
[8-10, 20, 29] applications. At the same time, data encryption when saving is performed in the
Hikvision cloud service, which uses the Amazon AWS cloud platform [9-10, 21-24].

It is necessary to consider the possibility of deliberate concealment of information about the
use of encryption algorithms and the deliberate absence of user settings, and, accordingly, the
absence of mentions of them in the instructions. To test this hypothesis, it is necessary to analyze
the hard disk image of the system under study [11-13, 25-28, 29-30].

Conclusion

Based on the analysis of video surveillance systems (Dahua, Hikvision), it was found that
multi-level data processing must be provided to create an effective decryption module. At the
transport level, it is necessary to implement full support for TLS 1.2/1.3 with processing of various
cryptographic suites, management of X.509 certificates and correct processing of the TLS record
layer. Particular attention should be paid to support for Perfect Forward Secrecy and secure
processing of session keys, as well as protection against side-channel attacks when performing
cryptographic operations.

At the file system level, the system must ensure decryption of data in the AES-256-XTS (XEX
Tweakable Block Cipher with Ciphertext Stealing) format with correct processing of initialization
vectors and authentication tags. AES-256-GCM is used for transmission over the network. The key
components are mechanisms for restoring encryption keys through interaction with the TPM module,
processing user passwords via PBKDF and receiving keys from the Key Management Server via the
KMIP protocol. The system performance must be ensured by using AES-NI hardware acceleration
and the ability to parallelize data blocks, while it is necessary to guarantee safe memory clearing
after using the keys and full logging of all decryption operations. When working with HikVision video
recorder systems, these requirements are not set, but future challenges are possible when new lines
from the manufacturer are released.
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LN®PIIbIK COT-CAPANTAMAIBLIK 3EPTTEYJIEPAI OHTAMNAHAObIPY YLWIH BEMHETIPKENILL
SAUNADLIK XYUENEPOIH LUNDPIIAY SAOICTEPIH TAINOAY

¥sanbl menegoHdap mek balinaHbIC Kyparsbl faHa emec, MaHbI30bl aknapam ke3depiHe de aliHarnobl.
Llugppnay mexHonoausnapbi MeH adicmepiHiH 0amybiHa KapamacmaH, apHalbl 83ipriey xoHe xaHa binim any,
mobunbli Kypbinsbiiapdbl 3epmmey adicmepi MeH macindepiH i3dey, a3ipney xoHe xemindipy e3ekmi 607bir
Kana 6epedi. byn 3epmmey Oepekmepdi manday meH eHOey XyleciH oHmatinaHobipy, coHOali-aK xacaHOobl
UHMernnekm mexHosroausifiapbl MeH MalluHarnbiK OKbimy amnzopummoepi HeeidiHOe yughprbiK com
capanuwhblnapbl XypaiseeH mepaeyrnep kesiHOe muiMmOi wewim Kabbinday macenenepiH Kapacmbipadsbi.
OcbifaH  6alinaHbicmbl, coHOal-ak xaHa odicmep MeH anzopummoOepdi Kypy YwiH caHObIK
KpuMUHanucmukarsnbik 3epmmey oadicmepiH oHmaulnaHobipy YywiH 6elHemipkeaiwumepdiH ¢alndbik
XytienepiH wugpnay adicmepiHe mepeH XoHe XaH-XaKkmbl manday xoHe wony xypeisindi. belinemipkeziw
alindsik xyteciH manday xeHe wony wugpnaydbl aHbiKmay »xoHe Uyugpnbik beliHemipkezilumep MeH
mobuneli KypbinrbinapdaH 6elHe masnimemmepdi KanneiHa Kenmipy o0iciH maHOayObl xoHe a3ipreydi
Heeizdeyze MyMmKiHOIK 6epli. LLlony ¢alindbik XyUeHiH KypblibiMbl MEH XYMbIC MeXaHU3MiH aHbIKmalobl.
¥cbIHbiFaH manday XeHe woisly com-mMedulUHasbiK XoHe UUugpribiK Com capanmamachkl capanibiinapbl ywiH
beliHebakblnaymeH balnaHbicmbl caHObIK Oanendemenepdi mandayda nalidansl. byn manday xsHe wony
uugpnbik com capanmamachkl 6olbiHWA fbIIbIMU X0baHbl Xy3ezae acbipyOarbl anfawkbl kadam 60rbin
mabsinadsbl.

Tylin ce30ep: ysAnbi meneghoHOap, wughpnay mexHonoausinapbl MeH adicmepi, 0epekmepdi
masndaydbl oHmadinaHobIpy, caHObIK KpuMuHanucmuka, 6elHe xa3ba ¢halndbik Xyluenepi, wugpnayobi
aHbiKkmay adicmemeci, xacaHObl UHMESIIIEKM mexHOosioausiiaphbl.
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AHAINU3 METOAOB LUN®POBAHUA ®ANNOBbLIX CUCTEM BUOEOPEMMCTPATOPOB anA
OoNnTUMN3ALMUKN METOOOB LIM®POBbLIX KPUMUHAITMCTUYECKUX UCCITEAOBAHUA
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MoburibHbie menegoHbl cmanu He MmoJsibKO cpedCcmeoM C853uU, HO U 3HaYUMbIMU UCMOYHUKaMU
UHbopmayuu. Hecmompsi Ha passumue mexHoso2ul u Memodoe wWugposaHus, ocmaemcst akmyasibHbIM
pasgumue crieyuarsnbHbIX U MOTy4YeHUe HOBbIX 3HaHUU, MOUCK, paspabomka u cogepuieHcmeogaHue Memooos
u nodxodos Kk uccredosaHud MoburbHbIX ycmpolicms. B daHHOM uccrnedosaHuu pelwaromcsi 3adayu,
HaripaesieHHble Ha peweHue 3adady onmumu3ayuu cucmeMbl aHanu3za u obpabomku OaHHbIX, @ makxe
agbgbekmugHo20 npuHaIMUs peweHul 8 xode paccriefo8aHusi yugposbiMu CyOebHbIMU 3Kcriepmamu Ha
OCHO8€e mexHOoJs102ull UCKYCCMB8EeHHO20 UHMeITIeKma u ai2opummoes MawuHHo20 obydyeHus. B ces3u ¢ amum,
a makxxe 0ns co30aHusi Ho8bIX Memod08 U an2opummos bbin npoeedeH aryboKuli U 8CeCMOPOHHUU aHanu3
u 0630p Memo0do8 wugposaHus halinosbix cucmem sudeopeaucmpamopos Ons onmumu3ayuu Memodos
uccrnedosaHusi yugposoli KpumuHanucmuku. AHanu3 u 063op ghalinosoli cucmemsbi sudeopeaucmpamopa
rnoseonun obocHoeamb 8blbop U paspabomky mMemoduKu OBHapyXeHUsl WuposaHUsi U 80CCMaHO8/1eHUs
8udeo0aHHbIX C yughposbix sudeopeaucmpamopos U MobunbHbIX ycmpolicme. B o63ope onpedeneHsbi
cmpykmypa u mexaHu3m pabomsi ¢hatinnosoli cucmemel. [IpoeedeHHbIl aHanu3 u 0630p Moe3Hbl cyO0ebHbIM
aKcriepmam U 3Kcriepmam yucghposol KpUMUHaNMUCMUKU 1pu aHanuse yugposbix 0okasamesibcms,
cesi3aHHbIX ¢ sudeoHabmodeHueM. [aHHbIl aHanu3 u 0630p cmaru rnepebiM 3marom 8 peanu3ayuu Hay4Ho20
rpoekma o yughpoeol KpUMUHANUCMUKE.

Knroyesnbie crioga: MobusbHble meneghOoHbl, MexHoI02uu U Memoodbl WuUghposaHuUs, onmuMu3ayus
aHanu3da OaHHbIX, yugposas KpumuHanucmuka, palnosebie cucmembl 8udeopeaucmpamopos,
mMemoQ0orioausi 06HapyXeHUsT Wugpo8aHUs, MEXHOI02UU UCKYCCMBEHHO20 UHMesifiekma.
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