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SEQUENCE RECOGNITION USING FINITE AUTOMATA WITH MACHINE LEARNING

Annotation: Sequence recognition is a critical task across numerous disciplines. While traditional
methods utilizing Finite State Machines (FSMs) offer a structured data representation and high interpretability,
their flexibility is limited. Contemporary Machine Learning (ML) algorithms exhibit high accuracy but demand
substantial computational resources. Combining these paradigms can enhance the effectiveness of complex
sequence recognition. This study explores the integration of FSMs with ML techniques to address sequence
analysis problems. Three distinct applications are examined: text classification (spam detection), recognition
of genetic sequences related to Alzheimer's disease, and image-based gesture identification.

For each, hybrid models were developed and tested, combining Deterministic Finite Automata (DFA),
Non-deterministic Finite Automata (NFA), and ML algorithms such as Random Forest, Gradient Boosting, and
Multilayer Perceptrons (MLP). Experimental results indicate that these hybrid models achieve performance
comparable to traditional ML methods, and in some instances, yield more accurate predictions.

In spam classification, neural network models demonstrated the best results, with FSM-neural network
combinations providing similar effectiveness.

For genetic sequence analysis, gradient boosting-based models exhibited the highest accuracy, with
the inclusion of FSMs maintaining performance while enhancing interpretability.

In gesture recognition, neural network approaches proved most effective, but integrating FSMs with
ensemble methods achieved a high level of predictive capability, surpassing conventional ML models.

In conclusion, the integration of FSMs and ML presents a promising avenue in sequence analysis.
Future research could focus on optimizing model architectures and applying them to other domains requiring
high-precision recognition of intricate structures.

Key words: Finite State Machine, Machine Learning, Sequence Recognition, Hybrid Models, Genetic
Sequence Analysis, Gesture Recognition, Text Classification.

ISSN 2788-7995 (Print) [IIokopiM yHHBEpCUTETiHIH Xabapubichl. TexHukanbIK FeutbiMaap Ne 1(17) 2025 40
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 1(17) 2025


mailto:aizhantokkuliyeva1983@gmail.com
mailto:aigul.shaikhanova@gmail.com
https://orcid.org/0000-0001-6006-4813
mailto:akarkin@mail.ru
https://orcid.org/0009-0003-9088-3221
mailto:os@wtotem.com
https://orcid.org/0009-0005-2684-1718
mailto:tdanir@cert.kz
https://orcid.org/0009-0003-3774-8389
mailto:aizhantokkuliyeva1983@gmail.com
https://orcid.org/0000-0002-5019-2413
https://doi.org/10.53360/2788-7995-2025-1(17)-#3
https://doi.org/10.53360/2788-7995-2025-1(17)-5

Introduction

In the modern era of digital transformation and rapid data growth, sequence recognition tasks
are becoming increasingly significant. The processing of text, genetic, and visual data necessitates
the development of reliable and precise methods capable of uncovering hidden patterns within
complex structures. Traditional approaches based on finite automata (FA) possess formal rigor and
high interpretability; however, their application is limited by fixed structures and insufficient flexibility
[1]. Specifically, deterministic finite automata (DFA) ensure predictability, while nondeterministic
finite automata (NFA) offer enhanced flexibility, though both models encounter scalability issues
when handling large datasets [1].

On the other hand, machine learning (ML) methods demonstrate remarkable adaptability and
the ability to learn from vast amounts of data, which enables them to achieve high accuracy in
recognizing intricate patterns [2]. However, ML models are often regarded as "black boxes", making
their inner workings difficult to interpret, and they require considerable computational resources. In
light of these characteristics, there is a pressing need to integrate FA and ML, combining the
structured representation and formal precision of automata with the adaptability and high accuracy
of modern machine learning algorithms [3].

The relevance of this research is driven by the growing demand for universal hybrid models
for sequence recognition that can operate effectively under conditions of data variability and noise.
Existing studies on the application of finite automata to tasks such as syntactic analysis,
bioinformatics, and gesture recognition [4, 5] underscore the potential of a combined approach. At
the same time, research focusing on the integration of ML methods with FA [6, 7] highlights the
necessity for developing new algorithms capable of overcoming the limitations inherent in both
traditional methods and current machine learning models.

The aim of the present study is to develop and experimentally evaluate hybrid models that
integrate finite automata and machine learning methods to enhance the accuracy and interpretability
of sequence recognition. In pursuit of this aim, the following tasks are addressed:

e Develop algorithmic approaches for integrating FA and ML that consider the characteristics
of various data types.

e Conduct an experimental evaluation of the proposed hybrid models in tasks such as text
classification, genetic sequence analysis, and gesture recognition.

¢ Identify the advantages and limitations of the integrated approach.

Methods

In this study, a hybrid approach is implemented that combines formal models of Finite State
Machines (FSMs) with modern Machine Learning (ML) algorithms for sequence recognition. This
approach enables the integration of the structured data representation provided by FSMs with the
adaptability and high accuracy of ML models. The methodology is demonstrated using text data as
an example.

1.Data Preprocessing

At the initial stage, comprehensive preprocessing of the raw data is performed:

Text Data. Text normalization, conversion to lowercase, removal of extraneous characters,
lemmatization, and stop-word filtering (while preserving key terms) are applied. For these purposes,
the NLTK library and a custom class, EnhancedTextPreprocessor, are used.

WordNetLem

Figure 1 — EnhancedTextPreprocessor

Image and Numerical Data. Scaling (using StandardScaler) and normalization methods are
applied to ensure that the features are correctly represented for further analysis.

2.Implementation of Finite State Machines

Two main models of FSMs are employed for modeling sequences:
Deterministic Finite Automata (DFA). These provide predictability through fixed transitions between

ISSN 2788-7995 (Print) Becrauk ynusepcurera llakapuma. Texunueckue Hayku Ne 1(17) 2025 41
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 1(17) 2025



states. The class EnhancedDFA implements this concept, enabling the processing of input
sequences.

current_:
self.t

Figure 2 — EnhancedDFA

Nondeterministic Finite Automata (NFA). These offer greater flexibility by allowing transitions
to multiple states for a single input symbol. The class EnhancedNFA facilitates modeling of complex

sequences, which is especially important when dealing with noisy data.

Figur 3 — EnhancedNFA

3.Integration with Machine Learning Methods
To improve the accuracy of sequence recognition, FSMs are integrated with ML algorithms:

Hybrid Models. Classes such as HybridDFAMLProcessor and HybridNFAMLProcessor are used to
form combined features. Initially, the raw data is processed by the FSMs (calculating binary features
that reflect the passage of the sequence through the automaton) and then combined with features
obtained via TF-IDF (for texts) or standard methods for processing numerical data.

edTextPre

ML Algorithms Employed. In the experimental part, ensemble methods (Random Forest,
Gradient Boosting) and neural networks (MLP) are applied. The TensorFlow/Keras framework is
used for implementing neural networks, while the scikit-learn library is used for ensemble methods.
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4. Experimental Setup

The study includes experiments in three domains: Text Classification (Spam Detection). The
SMS Spam Collection dataset is preprocessed, and hybrid features are generated using FSMs.
Models are trained and evaluated using metrics such as accuracy and F1-score.

Genetic Sequence Analysis (Alzheimer’s Disease). Additional features, generated based on
simple rules implemented by FSMs, are combined with the original features. The same metrics are
used for evaluation, allowing for comparison between hybrid and pure ML models.

Gesture Recognition. Data in the form of images are scaled and normalized. Hybrid models
that combine FSMs with ensemble algorithms are applied for image classification, demonstrating
high predictive capability.

5.Tools and Technologies

Programming Language: Python — for data processing and algorithm implementation.
Libraries:
Pandas, NumPy — for data manipulation;
NLTK, TfidfVectorizer — for text processing;
scikit-learn — for implementing and evaluating ML algorithms;
TensorFlow/Keras — for building neural networks;
Seaborn, Matplotlib — for result visualization.
Custom Classes: EnhancedTextPreprocessor, EnhancedDFA, EnhancedNFA,
HybridDFAMLProcessor, HybridNFAMLProcessor — for integrating FSMs with ML methods.
Thus, the proposed methodology combines sequence analysis with adaptive machine
learning algorithms, significantly enhancing the accuracy and interpretability of recognition systems.
Code link:
https://colab.research.google.com/drive/1g5F16v7FtNLnyPxf7CgTxNB82ucwXHyA?usp=sh
aring
Results
Spam.
In this research, the SMS Spam Collection dataset was used for the task of text classification
for spam detection.

Table 1 — Spam results

Model Accuracy F1-score
DFA+NN 0,982 0,930
NFA+NN 0,982 0,930

Neural Network 0,982 0,931
DFA+RF 0,979 0,917
NFA+RF 0,979 0,918

Random Forest 0,981 0,925
DFA+GB 0,970 0,877
NFA+GB 0,971 0,881

Gradient Boosting 0,971 0,882
Pure DFA 0,809 0,360
Pure NFA 0,809 0,360

107 | AiAcvc mil s 0982 nazm F1 Comparisan

6‘

o vﬁ f J < f f &
Figure 6 — Spam results
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As can be seen from the table, pure finite automata are significantly inferior in terms of results,
which emphasizes the need for their integration with adaptive machine learning algorithms, while
hybrid models (e.g., DFA+NN and NFA+NN) in turn show the highest performance comparable to
pure neural networks. This indicates that integrating finite automata with ML helps to improve
recognition performance by generating additional binary features that reflect specific patterns in
texts. However, despite the positive impact of such integration, the tuning of finite automata is critical
and requires significant time and financial resources, which may make their use less feasible if more
computing power is available.

DNA sequence.

In this experiment, the aim was to investigate the potential of hybrid models to analyze
genetic sequences associated with Alzheimer's disease.

The study was conducted considering the characteristics of genetic data, where not only high
recognition accuracy but also interpretability of the results obtained is important.

Table 2 — DNA results

Model Accuracy Fl1-score
DFA+NN 0,713132 0,659258
NFA+NN 0,715353 0,645664

Neural Network 0,716565 0,645031
DFA+RF 0,714815 0,640170
NFA+RF 0,717103 0,652616

Random Forest 0,715690 0,640572
DFA+GB 0,726392 0,675553
NFA+GB 0,726122 0,674662

Gradient Boosting 0,726392 0,675553
Pure DFA 0,606314 0,349605
Pure NFA 0,674766 0,685376

o
ra 7

Figure 7 — DNA results

The table shows that hybrid models, in particular those using gradient boosting (DFA+GB,
NFA+GB, and Pure Gradient Boosting), achieve the highest accuracy and F1-score. Meanwhile,
models using only finite automata (Pure DFA) show significantly lower results, which confirms the
insufficiency of their independent application in this task. The overall interpretability of the hybrid
models is improved by explicitly highlighting significant patterns, which is important for bioinformatics
and may contribute to a better understanding of the mechanisms underlying diseases. It is interesting
to note that integration of finite automata not only improves the accuracy but also improves the
interpretability of the model by explicitly highlighting important patterns in genetic sequences, but
despite the positive effect of integration, tuning the finite automata requires additional time and
resources. This can be a critical factor when scaling the system, as code development and
optimization for hybrid models can be more costly compared to the increased computational power
for pure ML models.

Sign Recognition.

The sign recognition task used images that were divided into pixels.
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Table 3 — Sign Recognition results

Model Accuracy F1-score
DFA+NN 0,783324 0,782979
NFA+NN 0,780257 0,781183

Neural Network 0,799219 0,799182
DFA+RF 0,808979 0,810567
NFA+RF 0,665365 0,659743

Random Forest 0,667736 0,660938
DFA+GB 0,720998 0,726267
NFA+GB 0,486057 0,493412

Gradient Boosting 0,483547 0,491259
Pure DFA 0,041132 0,041901
Pure NFA 0,042387 0,043839

Pure NFA
DFA
Pure DFA

Gradient Boasting

Random Forest
o
Random Forest

H
H R
7 % £ : 2 3
5

NFA+Gradient Boosting

DFA+Ney
NFA+Random Foresl
DFA+Neural

NFA+Random Fores

= -]
Nane Hone

Figure 8 — Sign Recognition results

The table shows that pure finite automata models (Pure DFA and Pure NFA) demonstrate
extremely low accuracy (about 4%), which indicates that they cannot be used independently for
gesture recognition. Neural network models (DFA+NNN and NFA+NNN) showed slightly lower
performance compared to pure neural networks. At the same time, models using purely neural
networks show good performance with accuracy around 80% and F1-score around 80%. But the
main success is shown by the DFA+RF model achieving the highest performance with an accuracy
of about 80.9% and F1-score exceeding 81%. This indicates that the integration of structured
features extracted using DFA with the power of ensemble methods can achieve significant
improvement in the results.

Conclusion

The experimental results obtained confirm that integrating finite automata (FA) with machine
learning (ML) methods improves the quality of sequence recognition compared to using pure
methods. In the spam classification task, hybrid models such as DFA+NNN and NFA+NNN showed
performance comparable to the best pure ML models, demonstrating that augmenting standard
methods with binary features derived from finite automata allows for efficient extraction of specific
patterns in text data. Similar findings were obtained in genetic sequence analysis experiments,
where models using gradient bousting combined with KA showed the highest accuracy, and in a
gesture recognition task, where hybrid models, especially those based on ensemble methods,
outperformed the results of pure ML algorithms.

Comparing our results with data presented in a number of studies, the following can be noted.
Early work in the application of finite automata to sequence recognition [4] showed high
interpretability, but their accuracy was limited by the fixed structure of the models. Subsequently,
studies such as Thomas et al. (2013) [5] and Wang et al. (2015) [6] have demonstrated that
integrating ML methods with formal models can significantly improve recognition accuracy,
compensating for the shortcomings of traditional finite automata. Our approach, which combines the
capabilities of both deterministic and nondeterministic automata with state-of-the-art ML algorithms,
demonstrates results comparable to or superior to those described in previous studies. Furthermore,
studies by Aichernig et al. (2022) [7] and Kordestani et al. (2021) [3] emphasize the importance of
adaptability and flexibility of models, which is supported by our experimental data, where hybrid
models show stable improvements in accuracy and F1-score metrics. Meanwhile, the work of Duri§
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et al. (2018) [1] notes scalability issues and complexity of finite automata configuration, which is also
found in our studies, where the configuration of KA requires significant effort.

Finally, the study demonstrates that model transparency and interpretability remain important
factors, and our approach integrating KA contributes to improved interpretability compared to pure
ML models.

Based on this study, we can conclude that the integration of finite automata with machine
learning algorithms can significantly improve the accuracy of sequence recognition, both in text
classification tasks and in genetic data analysis and gesture recognition.

Despite the positive effects of integration, tuning finite automata requires additional effort and
time, which can make the development of hybrid models more costly than pure ML methods,
provided sufficient computational resources are available.

When choosing the optimal approach, the balance between accuracy improvement and the
cost of developing and tuning hybrid models must be considered. In some cases, increasing the
computational power for pure ML models may be more economically feasible.

For further research, we propose to develop methods for automated calibration of finite
automata parameters, which will reduce time and cost when integrated with ML.

Exploring the application of the hybrid approach in other tasks, such as speech recognition,
time series analysis, medical diagnostics, etc., where high quality of sequence recognition is critical.

Investigation of new methods for combining FA and ML to reduce complexity and increase
scalability of the models, which will allow their application in big data environments.

Conducting additional comparative studies to evaluate the effectiveness of the hybrid
approach in real industrial conditions, as well as analyzing the economic feasibility of implementing
such systems.
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AKbIPJIbl ABTOMATTAP MEH MALUUHAINBIK OKbITYAbl NTANOANAHY APKbIbI
TISBEKTEPAI TAHY

Tisbekmepdi maHy kernnmeezeH rnoHOep bolibiIHWa MaHbI30bl MiHOem 6o0nbin mabbinadbl. AKbIpibi
asmomammapra (KA) HezizdenzeH docmypirii adicmep Oepekmepdi KypblibiMOasiraH mypoe YCbIHyFa XoHe
JKOFapbl MYCIHIKMINiKKe Kon xemkidy2e MyMKiHOIKk 6epedi, anatida onapdbiH ukemoiniei wekmeyni. Kasipai
3amaHfbl MauwuHanblKk okbimy (ML) aneopummOepi xorapbl 0andikke Kon xemkizedi, bipak alimaprbikmad
ecenmey pecypcmapbiH Kaxem emedi. Ocbl napaduemanapobi 6ipikmipy kypdeni mizbekmepdi maHy
muimdinieiH apmmaipa anadesl. byn 3epmmey mizbekmepdi manday MacenenepiH wewy YWwiH akblpribl
asmomammap MeH MauwuHarsblK OKbimy adicmepiH bipikmipyee apHasfaH. Yw mypni KondaHy canacbl
Kapacmbipbinadbl: MemiHOepdi xikmey (cnamObi aHbiKmay), Anbuyzgelimep aypybiMeH balnaHbiCmbl
2eHemukarsbiK misbekmepdi maHy xxeHe cypem HeeidiH0e KuMbirdapdbl aHbIKMay.

Opbip cana ywiH demepMuHuprieHzeH akbiprbl asmomammap (DFA), HedemepMuHUprieH2eH
akbipnbl asmomammap (NFA) xeHe Random Forest, Gradient Boosting xeHe ken kabammbi nepuenmpoHOap
(MLP) cuskmbl MawuHarnbiK OKbimy asnzopummoepid 6ipikmipemiH aubpudmi modenb0ep o3ipreHin,
mekcepindi. OkcriepumeHmMmMmIK Hamu)xesnep ocbkl 2ubpudmi modenbOepdiH Oscmypni ML adicmepimeH
calnbicmbipMaribl 6HIMOIMIKKE KO XemkKi3emiHiH xoHe Kelibip xardaunapda dondikmiH odaH 0a XXorfapsbl
bos1ambIHbIH Kepcemmi.

Cnamosi xikmey MmiHOemiHOe HelpOHObIK Xesni Modesniboepi eH y30ik Hamuxenep kepcemmi, an KA
MeH HelipoHObIK xeninepdiH KomMbuHayusickl ykcac muimOinikmi Kammamachi3 emmi.

leHemukaneik misbekmepdi manday ke3iHde epadueHmmik 6ycmuHake HezizdenzeH Modenb0ep eH
JKOFapbl Oandikke xxemmi, an akblpribl asmomammapObi eHai3y eHiMOinikmi cakmari, myciHOipy kabinemiH
apmmbIpObI.

Kumbindapdbl maHy MmiHOemiHOe HelUpoHObIK xerfiee HeezizdeneeH macindep eH muimOi 605bin
welKmbl, anatda aHcambnelik oadicmepmeH akblpribi  asmomammapObl  6ipikmipy decmyprni ML
modenbdepiHeH acbin mycemiH xofapbi 0eHeaelideai 6omkamObIK Kabinemmirikke Kos Xemki3oi.

KopsimbiHObinal Kene, akblplfibl agmomammap MeH MalluHasblK OKbimyObi 6ipikmipy mizbekmepodi
manday canacbiHOarbl nepcrekmuearssl barbim 6osbin mabeinadsl. bonawak 3epmmeynep modenb0epdiH
apxumekmypacbiH oHmaunaHObIpyra XoHe Kypdeni KypblibiMOapObl xofapbl dandikneH maHydbl manan
ememiH backa O0a cananapda KondaHyra barbimmarybl MyMKiH.

TyliH ce30ep: akbipsibl asmomam, MawuHarsbiK oOKbimy, misbekmepdi maHy, 2ubpudmi modenboep,
eeHemukarnblK misbekmepdi manday, KumblidapObl maHy, MemiHOepdi xikmey.
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PACMNO3HABAHUE NOCNEQOBATENIbHOCTEN C UCNOJIb3OBAHUEM KOHEYHbIX ABTOMATOB
M MALLMHHOIO OBYYEHUA

PacriosHasaHue mnocrnedogsamersibHOCMeEU S675emCcs KPpUMmMUYecKu eaxkHolU 3adadveli 80 MHO2UX
OQucyuninuHax. TpaduyuoHHbie MemoObl, OCHOBaHHbIE Ha KOHe4YyHbix asmomamax (KA), obecnedusarom
cmpykmypuposaHHoe ripedcmaesrieHue OaHHbIX U 8bICOKYI UHMeprpemupyemMocms, 0OHaKo ux 2ubkocms
oepaHu4yeHa. CospeMeHHble anzopummMbl MawuHHo20 obydyeHus (ML) demoHcmpupytom 8bICOKYIO
moYyHocmb, HO mMpebyom 3Ha4YumesibHbIX 8blYUcCUmMesibHbIX pecypcos. O6beduHeHue amux napaduzm
Moxem roebicumb 3¢hheKmuUBHOCMb  pacriosHagaHusi CrIOXHbIX riocnedosamernbHocmel. [aHHoe
uccniedosaHue nocesaweHo uHmeegpayuu KA ¢ memodamu ML Ons peweHuss 3adady aHanusa
nocnedosamernbHocmel. Paccmampusaromess mpu pasfuyHble obrnacmu npuMeHeHUs: Kraccugukayusi
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mekcmoes (onpedesieHUe criama), pacrio3HasaHue eeHemu4yeckux rocrnedosamersibHocmel, C8s3aHHbIX C
bornesHbro AnbuzgeliMepa, u uGeHMuUhUKayus Xecmoe Ha 0CHoge Uu3obpaxxeHud.

na  kaxodolu obnacmu 6binu  pa3pabomaHbl U pomecmuposaHbl 2ubpudHble Moderu,
o0bbeduHsirwue 0emepMUHUPO8aHHbIE KOHe4YHble asmomamsbl (DFA), HedemepMUHUPO8aHHbIE KOHEYHbIE
asmomamel (NFA) u anzopummsl MauwuHHoO20 obydyeHusi, makue kak Random Forest, Gradient Boosting u
MHo20colHble nepuenmpoHsl (MLP). SkcriepumeHmarnbsHble pe3ynbmamsi caudemeribcmayrm 0 moM, 4mo
OaHHble 2ubpudHbie Mmodenu docmuezarom pPou3eooUMenIbHOCMuU, cornocmasumoli ¢ mpaduUyuOHHbIMU
memodamu ML, a 8 Hekomopsbix criydasix obecrnieqyugarom 6051ee MoYHbIe MPOSHO3bI.

lpu knaccugukayuu criama HeUpPOHHbIE cemu rfoKasasnau Haumyqwue pe3ynbmamal, npu 3Mmom
kombuHayuu KA ¢ HelpOHHbIMU cemsamu rnpoOeMOHCMPUPOBasIU CXOXYH0 3¢hgheKmu8HOCMEb.

B aHanuse eeHemuueckux nocrnedosameribHocmel Molenu Ha ocHoge epadueHmHoz20 bycmuHea
rioKa3asu HauebICWylo moYHocmb, a uHmezpauyus KA noseonuna coxpaHumb 6bICOKUU ypO8eHb
rpou3eodumesnibHOCMuU fpu Mo8bILEHUU UHMEPpemupyemMocmul.

B 3adaue pacro3HagaHus xxecmoe Haubosnee aghheKmueHbIMU OKa3auckb MNoOxo0bl, OCHOBaHHbIE Ha
HeUpOHHbIX cemsix, 0OHako uHmeepauus KA ¢ aHcambrieebiMu memodamu rno3eosuna 0obumbcsl 8bICOKUX
rpo2HOCMUYeCcKUX rnokasamersned, rnpesocxodsauwux mpaduyuoHHbie ML-modenu.

B 3akrirovyeHue, uHmezpauyusi KOHeYHbIX agmomarmos U MauwuHHo20 0byy4eHusi npedcmasnsgem cobol
riepcriekmugHoe HaripaenieHue 8 aHasnuse nocrnedoeamesnsHocmel. bydywue uccnedosaHus mo2ym 6bimb
HanpassieHbl Ha ONMUMU3ayuio apxumekmyp modesiel u ux npumeHeHue 8 dpyaux obnacmsix, mpebyruwjux
8bICOKOU MOYHOCMU Pacro3Has8aHusi CHOXHbLIX CMPYKMyp.

Knroyeeblie crnoea:  KoHe4YHbili asmomam,  MawuHHoe  oby4yeHue,  pacro3HasaHue
nocnedosamernbHocmel, 2ubpudHbie  MOOesu, aHanau3 e2eHemu4yeckux  rocnedosamesibHocmed,
pacrio3HasaHue Xecmos, Knaccughukayusi mekcmos.
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