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NMPUMEHEHUE MALULMHHOIO OBYYEHUA ONA AHAJITU3A KUBEPATAK:
NCCNEAOBAHUE HA OCHOBE OATACETA RT-IOT 2022

AHHOmMauyusi: Cmambsi nocesiwieHa uccrie0o8aHuUro MPUMEHEHUST MalwuHHO20 0byy4eHus Or1s aHanu3a
kubepamak. B uccrnedosaHuu paccmampusaromcesi anzopummsl Random Forest, SVM u Logistic Regression,
Komopbie ycrewHo crpasnsiomcs ¢ 3adadYaMu ebisiefieHuUss aHoManul U MUHUMU3auuu J10XKHbIX
cpabambigaHuli. Adanmauusi modenel Kk pabome c HecbanaHCUpoBaHHbIMU OaHHbIMU, MAaKux Kak
ucrnonb3oeaHue LabelEncoder dnsi kamezaopuarbHbix npudHakos u StandardScaler dns cmaHdapmusayuu
OaHHbIX, M03807UMa 3Ha4YUMesIbHO yray4Ywume Ux rnpou3eodumernsHocmb. Ha ocHoge aHanusa OaHHbIX U3
Habopa «Real-Time Internet of Things (RT-loT 2022)» npedcmaerneHbl pes3ynbmambl moYHocmu U
ycmoudusocmu modesiel. OCHO8HOe 8HUMaHue ydenssemcsi 3awjume om Kubepyzspos, eK/ryYas ymeuyku
uHgbopmayuu, DDoS-amaku u dpyaue 8udbl yepo3. AHanu3 pasuydyHbIX an2opummos MawuHHO20 0byyeHus
Onsa uccnedosaHusi kubepamak rokasas 3Haqdumble pesynbmamsl. Random Forest npodemoHcmpuposana
HausbIicwylw moyHocmb — 99,86%, obecriequgasi 6bICOKy0 cmaburibHOCMb U 3hghekmusHocmb 8
Knaccugbukayuu pasnuyHbix eudos yepos. SVM nokasana moyHocms 99,29%, cnipaernssick ¢ 60/1bWUHCMEOM
CrNoxHbIX Kriaccos. Logistic Regression npodemoHcmpupogana ydosriemgopumeribHble pesyrbmambl ¢
moyHocmbio 97,71%, xomsi 8 HeKOMOpPbIX peJKUX Ccrlydasix moyHocms bbina Huxe. Takum obpazom, Random
Forest u SVM npodemoHcmpuposanu Haumny4duiyto sghpekmugHocme 0nsi 3aday 6e3onacHocmu U aHanusa
kubepamak 8 UugposbIx cucmemMax, obecrieqyugasi 8bICOKY0 MOYHOCMb U HadexHocmsb. B danbHeliwem
rnnaHupyemcsi gHedpeHue bosiee CroxHbIX Memodos, makux Kak 2rybokoe obydyeHue, 0ns 6o1ee mo4YHo20
onpedeneHus U aHanusa yepos.

Knroyeenie cnoga: Kubepamaka, anzopummsi MawuHHO20 obydyeHusi,Random Forest, SVM, Logistic
Regression, RT-IoT 2022, obHapyxeHuUe amak.

BBepneHune

[aHHoe wnccnepoBaHvMe KOMOMHMpYeT npaBuna obHapyXeHus ¢ MeTogamMy MaLUUHHOTO
obyyeHnss gns cHwkeHus Distributed Denial of Service (DDoS) atak B knbepdumanyeckmx
npousBoacTBeHHbIX cuctemax (CPPS), AeMOHCTpMpys BbICOKYHD TOYHOCTb U 3(P(EKTUBHOCTbL B
peanbHOM BpeMeHu npu obyyeHnn Ha peansHOM ceTeBom Tpaduke [1]. Kpome Toro, npegnaraetca
rmbpugHas rnybokas HenmpoHHas ceTb (DNN) ans obHapyxeHus n knaccudukauumn DDoS aTak B
Software-Defined IloT ceTsx, ncnonbdya XGBoost ans seibopa npusHakos n coyetas CNN n LSTM
ceTn. ATOT noaxon obecneymBaeT BbICOKYO TOYHOCTb M HU3KYKD NaTEHTHOCTb, YTO KPUTUYHO ANS
cpeabl lloT [2]. Anga geTekumn aHomanui B cuctemax VHayctpum 4.0 npegnaraetca rubpuaHas
obbegmMHeHHass MawuHa gns obydeHus, Bkmwodatowasa mogenm LOF, One-Class SVM u
AaBTO3HKOAEPbl ONS  MNOBbIWEHMS  TOYHOCTM  OBOHapyxeHus. OMEPEKTUBHOCTb  CUCTEMBI
noaTBepXKgaeTcs NocpeacTBOM OLIEHOK NMPOU3BOAUTENbHOCTM HA MPOMbILMNEHHbIX MalluHax [3].
Takke npencraerneH YenoBeko-kmbep-gusndeckun komnnekc (HCPS) gna peanbHOro BpemeHn
oBHapyxeHns aHomanun, 06beANHALLNIA 3HaHMSA YenoBeka ¢ Kubepusnyeckummn cuctemamm ans
YNYYLWEHNS NPUHATUSA PELLEHUI, HAAEXHOCTU CUCTEMbI M co3aaHns pabounx mect B MHaycTpum 5.0
[4]. Ponb rny6okoro obyyeHusi B 4eTeKUMM MOLLEHHNYECTBA C UCMOMb30BaHNEM KPEAUTHbIX KapT
TaKke aHann3npyeTcs, BblAeNAs pasfyHble apXMTEKTYpbl U UX BAUSHUE Ha Yry4lleHne TOYHOCTH
AeTekuMn  MOLLUEHHM4YecTBa, C (POKYCOM Ha MpeodorieHMe  TakuX  BbI30BOB,  Kak
HecbanaHCMPOBaHHOCTb AaHHbIX U nepeobyyeHune [5]. MawunHHoe oby4eHune n rnybokoe obyveHune

ISSN 2788-7995 (Print) Bectuuk Yuusepcurera [llakapuma. Texuudeckue mayku Ne 2(18) 2025 13
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 2(18) 2025


mailto:K.Seilkhanova@astanait.edu.kz
mailto:A.Zhetkerbay@astanait.edu.kz
mailto:dsybanovaa@gmail.com
https://doi.org/10.53360/2788-7995-2025-2(18)-2

UrparoT KPUTUYECKM BaXKHYIO POrib B ONTUMMU3aLUN AeTeKUuun aHoManum, pacnpegeneHns pecypcos
N NPeauKTUBHbIX Mogenen B ceTax umdposbix agsonHukoB (DTN), peBontoumnoHn3npysa oTpacnm u
ycunueasi Npou3BOAMTENbHOCTE cuctem [6]. Takke wuccnegytotca yrposbl 6e3onacHocTn B
CenbCKOXO3ANCTBEHHbIX TexHonormsx 4.0 n 5.0, npegnaratotca cTpaTternm MUHUMU3aUMM PUCKOB C
NCNONb30BaHMEM MWCKYCCTBEHHOIO WHTENnekra, Orok4yernHa M KBaHTOBbIX BbIYUCIIEHUA AN
yNyJdlWeHna aeTekumm BpefoHOCHbIX nporpaMm M npegotBpalweHus atak Tuna Denial-of-Service
(DoS) [7]. OeTekumsi MOLUEHHM4YECTBA C WUCMOMb3OBAHUEM KPEAWUTHBIX KapT aHanuaupyeTcst C
NCNONb30BaHMEM anrOpUTMOB MaLUMHHOIO M rnybokoro obyyeHuns, nogyepkuBasi 3pPEKTUBHOCTb
rnybokoro oby4yeHus B pelueHnm npobrem, Takux Kak HecbanaHCMPOBAHHOCTb AAHHbLIX U BbICOKME
CTaBKM NOXHbIX cpabaTbiBaHui, pocturas TovHOCcTM 99,9% W 3HaAYMTENbHbIX YNyylleHuh B
NPoOn3BOANTENBHOCTU AeTeKkuMM MolleHHundyecTBa [8]. Takke npeacraBrneHa WHHOBaAUMOHHAas
cucTeMa geTekumm MOLWIEHHMYecTBa, ucnonb3yowas aHtu-beHdopn rpadbl n anropuTmbl
MaLlUMHHOro oby4eHus Ona noBbileHus 6e3onacHOCTM OUHAHCOBLIX CEeTeln, JOCTUras TOYHOCTU
94,83% B getekumMm molwleHHndectBa [9]. [ns KpMNTOBaNOTHBLIX CUCTEM MNPeasiokeH MeTo4 Ha
OoCHoBe noaxoaa trimmed k-means gna geTekumnm MoLLEeHHMYeCTBa B ceTsiX buUTkOWH, npeanaras
HaOeXHoe pelleHne AN BbiBNEHUS MoLeHHuYecknx TpaHsakumn [10]. Uccnepyetca undgposoe
posepue B koHTekcTe WHaoyctpum 4.0 n 5.0, nogyepkMBaeTCca BaXXHOCTb MNpenoTBpaLleHns
MOLLEHHMYECTBA N 3alMTbl AaHHbLIX ANs NogAepKaHUSa AoBepus nonb3oBaTenen n obecneyeHus
yCTOMYMBOCTU UMdpoBbiX TexHonornn [11]. SQL nHbekumn (SQLI) pewatotcs ¢ ucnonb3oBaHneM
HoBOro (ppenmBopka nofg HassaHuem DIAVA, KOTOpbIN MCNOMb3yeT aHanua ceTeBoro Tpaduka u
perynsipHble BbIpaXXeHUA ANs  TOYHOro OOHapyXeHust artak, 3HauuTenbHO NpPeBOCXOoast
TpaguuunoHHble Beb-peweHus 3awuTbl [12]. [deTekumss MOLIEHHUYECTBA C WCMOSIb30BAHUEM
KPEeAUTHbIX KapT AOMNOMHUTENbHO yeunueaeTcs KOMOGMHMpoBaHHbIM ucnons3osaHem LSTM n GRU
HEMPOHHbIX CETEN C MHOrOCNOMHbIMK NepuenTpoHaMn, AOCTUras BbICOKOWM TOYHOCTU W
MUHMMM3AUUN NOXHbIX cpabaTbiBaHmi [13]. HakoHel, obcyxgaetcs Mcnonb3oBaHME MaLUMHHOIO
obyyeHns un kunbepyrposHon passegkn (CTl) gns ynydweHuss 6e3onacHOCTM B kubep uensix
NMOCTaBOK, MPOrHO3NPOBaHNSA Yrpo3 1 pa3paboTKmM KOHTPOMbHbLIX Mep AN NOBbILEHNA 6e30nacHOCTM
[14]. Oetekums n 3awmta oT DDoS atak B SDN Takke yny4llaroTcsl ¢ UCMONb30BaHMEM MeToda
OHJTaNH MaLnHHOro oby4eHus, obecneunBas 6onee BbICOKY0 TOYHOCTb OBHAPYKEHNSA U HAAEXHYIO
3aLlMTy OT HN3KOYPOBHEBBLIX U HYNeBbIX aTak [15].

Llenb ctaTtbu 3akniovaeTca B UCCNegOBaHUM BO3MOXHOCTEMW MAaLUMHHOIO oby4veHus gns
aHanusa knbepatak B pamkax NMHgyctpum 4.0, a Takke B pa3paboTke 1 NpuMeHeHnn MeToaoB ang
noBbieHns 6esonacHoCTM UNPPOBBIX cuctem. OCHOBHOE BHUMaHWE YOENseTCs OLeHKe
pasnuyHbIX anroputMoB, Takmx kak Random Forest, SVM u Logistic Regression, B KOHTeKkcTe
3aWmnTbl OT KMBEPYrpo3 1 NOBbLILEHUS TOYHOCTM MX KNaccuduKkaumm.

MeToa

[nga peweHnsa 3agayn knaccudumkauumn aaHHbIX paspaboTtaHa MeTOAONOrMs, BKIoYaoLwas
HECKOIbKO KIoYeBbIX 3TanoB. Ha atane npefBaputernibHon o6paboTkm gaHHble BbINn OYULLEHBI U
NnoaroToBMNeHbl A4S UCNOSb3oBaHNs B 0byyeHun mogenen. 3atem Obinm obyveHbl Tpu anroputMma
MaLLUMHHOIO 0BYYeHWsI: CRyYariHbIi Nec, ONOPHbIE BEKTOPHbIE MAaLUMHbI U NIOTUCTUYECKas perpeccusl.
Nx adhpeKkTMBHOCTL OLeHMBanacb Ha OCHOBE TOYHOCTM Knaccudukaumm u  crnocobHOCTU
obpabaTbiBaTh peakue knaccol. [1pouecc nocTpoeHus, 0by4eHns 1 OLEHKM Moaenen npeacTaBneH
Ha HKeykasaHHoM Briok-cxeme (puc. 1).

prietandel

PucyHok 1 — Bnok-cxema npouecca knaccugukaumm gaHHbIxX
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Avnarpamma oTobpaxaeT aTanbl NOCTPOEHUS MoAenen MawnHHOro oby4yeHus, HadmHas C
npegeaputenbHon 06paboTkM OaHHbIX, OBYyYEeHUA TPEX Pa3fMYHbIX anropuTMOB N MUX OLIEHKM Ha
OCHOBE TOYHOCTWU. BbiGOp (bMHanNbHOM MOAENM OCHOBbLIBANICA Ha YCTAHOBIIEHHbIX KPUTEPUSIX
Npon3BOANTENBHOCTM.

'MnoTesa ncecnegoBaHWs 3aknoyaeTcs B TOM, YTO UCNOMNb30BaHWE anroputMoB MalMHHOIO
o0yueHus, Takmx kak Random Forest, SVM wun Logistic Regression, 6yget cnocobctBoBathb
ynyJweHnto aHanmsa kubepatak B pamkax MHgyctpum 4.0, obGecneumBas BbICOKYHO TOYHOCTb U
YCTOMYMBOCTb B pacrno3HaBaHUM aHOManmin n yrpos.

HayyHas HOBM3Ha AaHHOro MccneoBaHus 3aknoyaeTca B rinybokoM aHanmse npuMeHeHus
MaLLUMHHOro 06yYeHns Ansa knaccndukaumm peakmx n CNoxHelx knbepartak B pamkax nHgyctpmm 4.0.
B pabote paccmatpuBatotcs anroputMmbl Random Forest, SVM u Logistic Regression, koTopble
3p(PEeKTMBHO CNpaBnsalTCA C 3agadenn OOHapyXeHUs aHoManMi U MUHUMM3AUUU  FI0XKHbIX
cpabaTbiBaHuin. AganTtaums 9Tux mogenen gns pabotbl ¢ HecHanaHCUPOBAHHBLIMW LAHHBIMW,
BKMoYas meToabl GanaHcupoBkum € ucnonb3oBaHuem LabelEncoder ans  kateropuanbHbiX
npusHakoB wu StandardScaler gna cranHgapTu3auun MpUM3HaAKoB, MNO3BOMWUMA  YNyYWUTb WX
npoussBoanTenbHoCcTb. OCHOBHOE BHUMaHWe yOenseTcsa aHanuady Takux TPygHbIX Ans
kKnaccudpukaumm atak, kak «Metasploit_Brute_Force_ SSH» wn «NMAP_FIN_SCAN», roe
TpaguLUMOHHbIE Noaxoabl MOrnn Obl NPMBECTU K HU3KOM TOYHOCTU. Mcrnonb3oBaHne COBpeMEHHbIX
MeToaoB 06paboTkM AaHHBIX 1 MALLMHHOIO 06y4eHns NO3BOMNIIO 3HAYMTENBHO NOBbLICUTH TOYHOCTb
n 3 eKTMBHOCTb Knaccudmkaummn, 4To cnocobecTeyeT Gonee HageXXHONM 3awwmTe oT Knbepyrpos B
YCINOBUSIX CNOXHbIX MPOMU3BOACTBEHHbIX CUCTEM.

PesynbTaThl

Ha pucyHke 2 npepnctaBneHbl BCE METPUKM Ans Bcex moaenen. M3 cpaBHEHUS MOXHO
caenatb BbiBog, 4To Random Forest gomuHupyeT no GonblUMHCTBY nokas3atenen, a Logistic
Regression nmeeT HaumeHbline 3HaveHusi. B anroputme 1 npeacrtaeneH kog Ans obuwero
CpaBHUTENbHOrO aHanu3a mogenen.

plt.figure(figsize=(12, 6))

sns.barplot(data=df_melted, x='Metric', y='Value', hue='Model', palette="Set2")
plt.title('Overall Model Performance Comparison', fontsize=16)
plt.xlabel('Metrics', fontsize=12)

plt.ylabel('Values', fontsize=12)

plt.ylim(@.7, 1.02)

plt.legend(title='Models', bbox_te_anchor=(1.05, 1), loc='upper left')
plt.tight_layout()

plt.show()

Anroputm 1 — Kog ansa obuiero cpaBHUTENBHOIO aHann3a mogenemn

Overall Model Performance Comparison

Models
Random Forest
SVM
Logistic Regression

Values
&

Accuracy Macro Avg Precision ~ Macro Avg Recall  Macro Avg F1-Score Weighted Avg F1-Score
Metrics

PucyHok 2 — OBLWuin cpaBHUTENbHbIN aHanu3 Npon3BoANTENBHOCTU MOAENEN

JInHenHbI rpadmk 0EMOHCTPUPYET U3MEHEHNSA 3HAYEHUN METPUK AN Kaxaon mogenu. B
Anroputme 2 npeacTaBnieH Koa Ang co3gaHus NMMHENHoro rpaduka. OCHOBHbIE pa3nnyns 3aMeTHbI
mexay Random Forest u Logistic Regression, ocobeHHo B meTpukax Recall n Precision (puc. 3).

Kog, nokasaHHbln B anroputmMe 3, CTpoUT rpaduk AvHamukn KubepaTtak no
NPOOOIMKNTENBHOCTN MOTOKa C MCMNonb3oBaHneMm 6ubnuotek Seaborn n matplotlib. Ona kaxgoro
TMNa aTakM oTobpaxaeTcs NVMHUSA, NoKasbiBawllas 3aBUCMMOCTb MeXdy MPOAOIKUTENBHOCTLIO
noToKa 1 KOrM4ecTBOM nakeToB. Busyanusaums pesynbtatoB npefcraBneHa Ha pucyHke 4.
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Anroputm 3 — Kog ans otobpaxkeHus AMHaMUKK knbepaTtak no NpOoAoIPKUTENIBHOCTU NOTOKa

Packet Count

plt.figure(figsize=(10, 6))
for model in df['Model']:
plt.plet(metrics, df[df['Model'] == modell.iloc[®, 1:], marker='o', label=model)

plt.title('Line Graph of Model Performance', fontsize=16)
plt.xlabel('Metrics', fontsize=12)

plt.ylabel('values', fontsize=12)

plt.ylim(@.7, 1.02)

plt.legend(title='Models"')

plt.grid(True, linestyle='—-', alpha=0.7)
plt.tight_layout()

plt.show()

Anroputm 2 — Kog nuHenHoro rpaduka

Line Graph of Model Performance
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PucyHok 3 — JInHenHbIn rpadomk Ansa Kaxaon Moaenu

import matplotlib.pyplot as plt
import seaborn as sns
# Use Seaborn style for better sesthetics
sns.set(style="whitegrid", palette="muted")
# Unique attack types
attack_types = datal'Attack_type'].unique(}
# Create a figure with specified size
plt.figure(figsize=(12, 6))
# Loop through all attack types
for attack in attack_types:
attack_data = dataldatal'Attack_type'] == attack]
# Plot for each attack type, set color for each attack
plt.plot({attack_data['flow_duration'], label=attack, lw=2)
# Set axis labels
plt.xlabel('Flow Duration (seconds)', fontsize=14, fontweight='bold')
plt.ylabel('Packet Count', fontsize=14, fontweight='bold')
# Title of the graph
plt.title('Cyberattack Dynamics by Flow Duration', fontsize=16, fontweight='bold')
# Set up the legend
plt.legend(title='Attack Type', fontsize=12, title_fontsize='13', loc='upper right')
# Add grid for better readability
plt.grid(True, linestyle='——', alpha=g.7)
# Set axis tick label font size
plt.xticks(fontsize=12)
plt.yticks(fontsize=12)
# Improve layout
plt.tight_layout()
# Show the plot
plt.show()

Cyberattack Dynamics by Flow Duration
Attack Type
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PucyHok 4 — [InHamumka knbepaTak no NpoAOIHKUTENbHOCTN NOTOKA
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import seaborn as sns
import matplotlib.pyplat as plt
import pandas as pd

# Nawnwe ans Tennosoi kapT
data =
'RandamForest': [9.9986, 0.99, 0.95, .97, L.B],
‘SvM': [0.9929, 8.96, @.88, 0.91, 8.99],
'LogisticRegression': [0.9771, 0.78, .73, 0.74, 0.93]

df = pd.DataFrame(data, index=['Accuracy’, 'Macro Avg Precision’, 'Macro Avg Recall', 'Macro Avg Fl-Score’, 'Weighted Avg Fl-Score'])

# NocrpoeHme Tennosol KapTsl
plt.figure(figsize=(8, 6))

sns.heatnap(df, annot=True, cmap="coolwarn”, fmt='.4f', cbar=True)
plt.title( 'Model Comparison Heatmap'l

plt.ylabel{‘Metrics')

plt.xlabel{ 'Models')

plt. tight_layout ()

plt. show!( |

Anroputm 4 — Kog TennoBown kapThl
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Kog, nokasaHHbIV B anroputMme 3, CTPOUT TENSOBYIO KapTy C NoKasaTensiMy MeTpuK Ansa Tpex
mMogenen mMawuHHoro obyyeHus: Random Forest, SVM wn Logistic Regression. Kaxgas moaens
cpaBHuMBaeTcsa no meTpukam: Accuracy, Macro Avg Precision, Macro Avg Recall, Macro Avg F1-
Score n Weighted Avg F1-Score (puc. 5).

Model Comparison Heatmap

1.00
Accuracy 0.9986 0.9929
0.95

Macro Avg Precision

-0.90
4}
'% Macro Avg Recall 0.7300
= -0.85
Macro Avg Fl-Score
- 0.80
Weighted Avg F1-Score 1.0000 I
0.75

RandomForest SVM LogisticRegression
Models

PucyHok 5 — Tennosas kapTta

TennoBas kapTa NO3BONSET BU3yarbHO CPaBHUTbL 3PPEKTUBHOCTL MOAENEN NO PasnMYHbIM
meTpukaMm. Mogens Random Forest geMoHCTpypyeT HamBbICLLUME 3HAYEHUS BO BCEX MeTpuKax,
0COBEeHHO MO TOYHOCTM U B3BelleHHoMmy F1-ckop. Mogene SVM nmeeT xopowume pesynbTaTtbl, HO
yctynaet Random Forest B HEKOTOpbIX MokasaTensax, Taknmx Kak TOYHOCTb M Makpo-ycpeaHeHHas
TOYHoCcTb. Mopgenb Logistic Regression nokasbiBaeT HaMMeEHbLUME 3HAYEeHWA MO TOYHOCTU WU
MOMHOTE, 4YTO OrpaHMuYMBaeT €€ uCnomnb3oBaHWe B 6onee CNOXHbIX 3ajayax, TakuxX Kak
obHapyxeHue knbepaTak B peanbHom BpemeHu ans lloT.

import numpy as np
import matplotlib.pyplot as plt
metrics = ['Accuracy', 'Macro Avg Precision', 'Macro Avg Recall', 'Macro Avg Fl-Score', 'Weighted Avg Fi1-Score']

models = ['RandomForest', 'SVM', 'LogisticRegression']
values_rf = [0.9986, ©.99, 0.95, @.97, 1.8]
values_svm = [0.9929, .96, 0.88, 0.91, 0.99]

values_lr = [@.9771, @.78, .73, @.74, 0.98]

angles = np.linspace(@, 2 * np.pi, len(metrics), endpoint=False).tolist(}

values_rf += values_rf[:1]

values_svm += values_svm[:1]

values_Llr += values_lr[:1]

angles += angles([:1]

fig, ax = plt.subplots(figsize=(6, 6), dpi=100, subplot_kw=dict(polar=True))

ax.plot(angles, walues_rf, color='blue', linewidth=2, linestyle='solid', label='RandomForest')
ax.filllangles, values_rf, color="blue', alpha=0.25)

ax.plot{angles, values_svm, color='green', linewidth=2, linestyle='solid', label='SVM')
ax.filllangles, values_svm, color='green’, alpha=0.25)

ax.plot(angles, values_lr, color='red', linewidth=2, linestyle='solid', label='LogisticRegression')
ax.filllangles, values_lr, color='red', alpha=8.25)

ax.set_yticklabels([])

ax.set_xticks(angles[:-1])

ax.set_xticklabels(metrics)

plt.title('Model Comparison (Radar Chart)')

ax.legend(loc="upper right', bbox_to_anchor=(1.2, 1.2))

plt.tight_layout()

plt.show()
Anroput™m 5 — Kop pagapHou rpadmkm

Ha pagapHom rpacuke, KOTOpbIA NOCTPOEH C NOMOLLbLIO KOAA, YKadaHHOro B anroputme 5,
npeacTaBneHbl MEeTpUkM ANns Tpex Moaenen MalwunHHoro obyyenums: RandomForest, SVM u
LogisticRegression. Kaxpasa mogenb oueHvmBaeTcd no natnm metpukam: Accuracy, Macro Avg
Precision, Macro Avg Recall, Macro Avg F1-Score n Weighted Avg F1-Score (puc. 6).

—— RandomForest

Model Comparison (Radar ¢
Macro Avg Prc— ) LegIsticRegression

acro v ,,

N\

ccuracy

Macro Avg Fl

Weighted Avg F1-Score

PucyHok 6 — PagapHbin rpadomk
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PagapHbin rpadoMk nomMoraeT HarfsigHO CpaBHUTb MNPOM3BOAUTENBHOCTL MoAeNen no
pasnun4yHbiM MeTpukam. Mogens RandomForest umeeT HamBbICLLIME 3HAYEHUSI NO BCEM METPUKaM,
0COBEHHO MO TOYHOCTM M B3BeweHHoMy F1-ckop. SVMnokasbiBaeT xopowme pesynbTaTbl, HO
HemHoro yctynaet RandomForest, ocobeHHO no Makpo-cpegHen TovHoCcTW. LogisticRegression
nMeeT HaMMeHblUMe MnokKasaTenu, YTO OorpaHMyYnBaeT €€ NPUMEHUMOCTb B 3adadvax C BbICOKMMU
TpeboBaHMsIMM K TOYHOCTM, Hanpumep, B obnactu wuHdopmaumoHHon 6e3onacHocTM Ans
lloT.PagapHbin rpacdumk HarnsgHo aemMoHcTpupyeT, 4To RandomForest sBnsietca HaumbGonee
noaxoasiien MOAenbto Ansl 3agay aHanuaa kmbepaTak U MolueHHn4YecTBa B cucteme lloT, Tak Kak
OHa [OCTMraeT HauBbICLUMX MOKasaTenen no Kwo4veBbiM MeTpukam. Mogenn SVM n
LogisticRegression moryT 6biTb NONE3HbI, HO MX MCNOMb30BaHME OrpaHUYEHO MEHEE BbICOKMMU
pesynbTaTamMu MO TOYHOCTU U NOSTHOTE.

from sklearn.model_selection import learning_curve
def plot_learning_curve(estimator, X, y, title):

train_sizes, train_scores, test_scores = learning_curve(

estimator, X, y, ¢v=5, scoring='accuracy', n_jobs=-1, train_sizes=np.linspace(0.1, 1.0, 10)

}

train_mean = np.mean(train_scores, axis=1)

test_mean = np.mean(test_scores, axis=1)

plt.figure(figsize=(10, 6))

plt.plot(train_sizes, train_mean, label='TounocTs Ha ofiyuawaedi subopke', color='blue')

plt.plot(train_sizes, test_mean, label='TounocTs wa TecTosod ssbopke’, color='green')

plt.title(title, fontsize=16)

plt.xlabel('Pasmep obysanuei suGopxu', fontsize=12)

plt.ylabel('Tounocts', fontsize=12)

plt.legend(loc="best")

plt.grid()

plt.show()

# Npumep Bb30BA
plot_learning_curve(RandonForestClassifier(), X_train, y_train, 'Kpusas obywesws ana Random Forest')

Anroputm 6 — Kog kpuBoi 06ydeHns ans Random Forest

Mpadhmk KpmBOM 0BYYEHMSA UNNIOCTPUPYET N3MEHEHME TOYHOCTU MOAENMN B 3aBUCUMOCTH OT
pa3mepa obyuvatowen Bblbopku (puc. 7). Kog kpuBonm obydenusa B anroputme 6 ykasaH. Ha
rOPM30OHTaNbHOM OCKM NpPeacTaBNeHO KONMYeCcTBO [AaHHbiX B obyvawowen BbIOOpke, a Ha
BEPTUKANbHONW OCM — TOYHOCTb Mogenun. CuHAS NUHWS nokasblBaeT TOYHOCTb MoAenu Ha
oby4yatollent BbibOpke, a 3eneHas INUMHUS — Ha TecToBOM BblbOpKe. YBenuueHue pasmepa
obyyvaiowen BbIGOPKM OObIMHO MNPUMBOOUT K YNYYLWEHUIO TOYHOCTU MOALENW, OLHAKO BaXKHO
YyYnTbIBaTb, HACKOMbKO XOPOLIO Moaenb obobLiaeTcss Ha HOBbIX AaHHbIX (TecToBbIX). Ecnu ase
NUHUK  BnM3KM  Apyr K Opyry, 9TO cCBuAeTeNnbCTByeT O XopoweM o06006uweHun moaenu,
MUHUMU3NPYIOLLEM pUCK nepeobyveHns. B NpoOTMBHOM criyyae 3HaunTenbHOE pasnuvyne mexagy
obyyvaloLLen 1 TeCTOBOM TOYHOCTbIO MOXET yKa3blBaTb Ha nepeobyveHne nnn HegoobyyeHue.

Kpusasa oby4yeHusa aonsa Random Forest

1.000

0,999

0.998

To4HOCTB

0.997

0.996 —— TouHOCTB Ha obyvalollei BbBopKe
—— TONHOCTH Ha TECTOBOR BLIBOpKE

v . v . v v v v
10000 20000 30000 40000 50000 60000 70000 80000
Paamep obyuvatoutell BbiIbopKU

PucyHok 7 — Kpuas obyyeHus

Mpaduk pacnpegeneHns TUNOB aTak OToBpaxaeT KONMYECTBO KaXdoW KaTteropum atak B
HabpaHHbIX AaHHbIX. Ko ykasaH B anroputme 7. [opu3oHTanbHas oCb yKasblBaeT Ha KONMMYecTBO
3anucen Os Kaxgoro Tuna aTtaku, a BepTuKarnbHas OCb MokasblBaeT pasfvyHble TUMbl atak B
nopsiake ybbiBaHUA MX YacToThl. Micnonb3oBaHHas nanutpa 'viridis' nomoraeT BU3yarbHO BbiAENUTb
pasnuuua B KONMMYecTBe Kaxdow KaTeropuu artak. Takon rpaduk npegoctasnseT noHMMaHue
pacnpegeneHvs TUMOB aTak M MOXEeT UCMOoNb30BaTbCA ANS AarnbHeNnLWero aHanusa, BbisBNeHust
peakux Unn AOMUHUPYOLWKUX Yrpo3 (puc. 8).
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plt.figure(figsize=(1@, 6))

sns.countplot(y=datal'Attack_type'l, order=datal'Attack_type'].value_counts().index, palette='viridis')
plt.title('Pacnpepenenve tunos atak', fontsize=16)

plt.xlabel('Konuuecteo', fontsize=12)

plt.ylabel('Tun atakn', fontsize=12)

plt.show()

Anropnt™m 7 — Kog ona pacnpegeneHne TMNoB atak

Pacn peneneHne TUNOB aTak
DOS_SYN_Hping
Thing_Speak
ARP_poisioning
MQTT_Publish
NMAP_UDP_SCAN

NMAP_XMAS_TREE_SCAN

Tun aTaku

NMAP_OS_DETECTION
NMAP_TCP_scan
DDOS_Slowloris

Wipra_bulb

Metasploit_Brute_Force_SSH

NMAP_FIN_SCAN

0 20000 40000 60000 80000
KonuyecTso

PI/IcyHOK 8- Pacnpep,eneHme TUMNOB aTak

B anroputmax 8, 9 n 10 ykasaHbl kogbl pasnnyHbix Mmogenen, Taknx kak Random Forest, SVM
n Logistic Regression. Kaxxgas mogenb HacTpoeHa ¢ pasnuyHbiM napamMeTpaMmn A8 TPEHUPOBKM
N oueHKn e€ kadectBa. Ha pucyHkax 9, 10 11 npefgcraBneHbl oOT4eThbl Knaccudpukaumm
COOTBETCTBYIOLWMX Moadenen. B kaxxgom oTyeTe ykasaHbl METPUKK, Takne kak Accuracy, Precision,
Recall, F1 Score n Support. 3T MeTpukn noMoratoT aHann3npoBaTtb pesynbTaTthbl Knaccudmkaumm
n onpenenutb, kakass moaenb 6onee acdekTMBHA NSt KOHKPEeTHOW 3agayvn.CpaBHMBasi OTYETHI,
MOXHO yBUAETb, Kakas MoAernb AeMOHCTPUPYET Hanny4dlme pesynbTaThl B pasfiMyHbIX MeTpUKax u
npegocTaenseT Hanbonee ToO4YHOE NpeacKasaHue.

from sklearn.ensemble import RandomForestClassifier

# Mopens RandomForest

rf_model = RandomForestClassifier(random_state=42)

rf_model.fit(X_train, y_train)

rf_predictions = rf_model.predict(X_test)

print("\n06y4yenne mogenu: RandomForest")

print(f"ToudocTe mopenu RandomForest: {accuracy_score(y_test, rf_predictions):.4f}")
print("0T4yer o Knaccupukauum:™)

print(classification_report(y_test, rf_predictions))

Anroputm 8 — Kog mogenun Random Forest

06y4eHne mopenn: RandomForest
TouyHocTe Mopenu RandomForest: ©.9986
0T4yeT 0 Knaccuukauum:

precision recall fl-score support

ARP_poisioning 0.99 1.00 8.99 1578
DDOS_Slowloris 0.99 9.99 0.99 100
DOS_SYN_Hping 1.00 1.00 1.00 18897
MQTT_Publish 1.00 1.00 1.00 871
Metasploit_Brute_Force_SSH 1.00 0.83 0.91 6
NMAP_FIN_SCAN 1.00 09.67 .80 3
NMAP_0S_DETECTION 1.00 1.00 1.00 393
NMAP_TCP_scan 1.00 1.00 1.00 220
NMAP_UDP_SCAN 08.99 9.99 8.99 489
NMAP_XMAS_TREE_SCAN 1.00 0.99 1.00 384
Thing_Speak 1.00 0.99 8.99 1625
Wipro_bulb 1.00 9.95 8.97 58

accuracy 1.00 24624

macro avg 1.00 09.95 0.97 24624

weighted avg ('] 1.00 1.00 24624

PucyHok 9 — OT4eT knaccudmkaumm mogenm Random Forest

# Mopenb SVM

svm_model = SVC(random_state=42)

svm_model.fit(X_train, y_train)

svm_predictions = svm_model.predict(X_test)

print("\n06y4eHue mogenu: SVM")

print(f"ToyHocTe Mopenu SVM: {accuracy_score(y_test, svm_predictions):.4f}")
print("0T4er o knaccupukaumm:")

print(classification_report(y_test, svm_predictions))

Anroput™ 9 — Kog mogenun SVM
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06yuenne mogenn: SVM
To4HOCTE Mopenu SVM: 8.9929
0T4eT 0 KnaccupuKalmnm:
precision recall fl-score support

ARP_poisioning 0.93 0.98 8.96 1578
DDOS_Slowloris 1.00 8.71 8.83 100
DOS_SYN_Hping 1.00 1.00 1.00 18897

MQTT_Publish 1.00 9,99 1.00 871
Metasploit_Brute_Force_SSH 1.00 8.67 0.80 6
IMAP_FIN_SCAN 0.67 0.67 0.67 3
NMAP_0S_DETECTION 1.00 1.00 1.00 393
NMAP_TCP_scan 1.00 1.00 1.00 220
NMAP_UDP_SCAN 0.95 @.97 0.96 489
NMAP_XMAS_TREE_SCAN 1.0e 2.99 1.00 384
Thing_Speak 0.98 0.95 0.97 1625

Wipro_bulb 1.00 9.62 .77 58

accuracy .99 24624

macro avg 9.96 9.88 8.91 24624

weighted avg 8.99 8.99 9.99 24624

PucyHok 10 — OTueT knaccudounkauumn mogenu SVM

# 0byuyenue mopenu LogisticRegression

logistic_model = LogisticRegression(max_iter=500, solver='saga', random_state=42)
logistic_model.fit(X_train, y_train)

# Npepckasanus

y_pred_logistic = logistic_model.predict(X_test)

# OueHka mopenu

accuracy_logistic = accuracy_score(y_test, y_pred_logistic)
print(f“TouHocTe Mopenu LogisticRegression: {accuracy_logistic:.4f}")
print("0T4er o knaccudpuxauum:")

print(classification_report(y_test, y_pred_logistic, zero_division=0))

Anroput™m 10 — Kog mogenu Logistic Regression

TouHoCTs Mogenn LogisticRegression: 8.9771
OTyeT 0 Knaccupmkaynn:

precision recall fl-score support

ARP_poisioning ©.87 0.80 09.83 1578
DDOS_Slowloris .72 0.71 9.71 100
DOS_SYN_Hping 1.00 1.00 1.00 18897
MQTT_Publish .99 1.08 1.00 871
Metasploit_Brute_Force_SSH .08 9.00 .00 6
NMAP_FIN_SCAN 8.e0 e.0@ 0.00 3
NMAP_OS_DETECTION 8.97 1.00 0.98 393
NMAP_TCP_scan 1.00 1.00 1.00 220
NMAP_UDP_SCAN .93 0.91 09.92 489
NMAP_XMAS_TREE_SCAN 1.00 0.99 1.00 384
Thing_Speak 0.84 0.92 9.88 1625
Wipro_bulb 1.00 0.43 0.60 58

accuracy 8.98 24624

macro avg 8.78 8.73 0.74 24624

weighted avg 8.98 8.98 8.98 24624

PucyHok 11 — OTtyeT knaccudmkauum mogenu Logistic Regression

3akntoyeHue

Ana aHanu3a kubepaTak ucnonb3oBanucb TpU MOAENW MaluHHoro obydeHus: Logistic
Regression, SVM n Random Forest. Kaxgasa n3 Hux npogemMoHcTpypoBana BbICOKYH0 TOYHOCTb B
KnaccudukaLmm aTak, Ho ¢ onpeaeneHHbLIMU 0COBEHHOCTSAMU U OrPaHUYEHNSIMU.

1. Logistic Regression nokasana To4yHocTb 97,71%, ogHako TOYHOCTb ANsi OTAENbHbIX
knaccoB, Takux kak «Metasploit Brute Force SSH» n «NMAP_FIN_SCAN», 6bina Hmxe u3-3a
TpygHOCTENW C Knaccudpukaumen pegkux cnyyaeB. Mopgenb nokasana yaoBneTBOPUTENbHbIE
pe3ynbTaTbl B OOMbLWMHCTBE KaTeropui, HO ee TOYHOCTb MOXET CHMXaTbCca npu paboTte C
Marion3y4eHHbIM1U aHOManNUAMMn.

2. SVM npogemoHCcTpupoBana 3HadnTenbHO BbICOKYD TOYHOCTb — 99,29%. JTa mogenb
XOpowWwo cnpasunace C OOMbLIMHCTBOM KIacCoB, BKIIOYAs CIIOXHbIE Criydyan, Takve Kak
«ARP_poisioning» 1 «DOS_SYN_Hping». BbiCOkMe 3HayeHuss MeTpuk CBUOETENbCTBYOT O
HagexHocTn SVM B obHapyxeHUM aHOManum n ysa3aBuMoCcTen.

3. Random Forest npogemoHcTpupoBana HamBbICLWYO TO4YHOCTb — 99,86%. Mogenb
A0CTUIMa NPeBOCXOAHbIX pe3ynbTaToB MO BCEM NOKasaTensam, BKtoyasa precision, recall u F1-score.
Bbicokas ctabunbHocTb Random Forest no3sonuna agdeKkTMBHO KnaccnuumpoBaTb aTaku, Aaxe
B CNny4vasix C orpaHm4eHHbIMKN Bbibopkamu, Takumm kak «Metasploit_Brute Force_SSH».

Takum obpasom, Random Forest nokasana Havnydwme pesynbTatbl NO TOYHOCTU U
YCTOMYUBOCTMW.

B Oyaywem npegnonaraetcs ganbHenwee pasBuUTMe MOLENEN MalUMHHOro oby4veHus,
BKIOYast npumMeHeHue rrnybokoro oby4yeHnss U ycoBepLUEHCTBOBaHME METOAOB ANSA yny4leHus
knaccudukaumm n obHapyxeHus knbepyrpos B cuctemax Industry 4.0.
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KUBEPLUABYbINOAPOBLI TANOAY YLUIH MALLUMHATBIK OKbITYObl KONAOAHY:
RT-IGOR DATASET HETI3IHAEIN 3EPTTEY 2022

Makana kubepwabybindapdbl manday ywiH MawuHasblK OKblmyObiH KO/1QaHblybiH 3epmmeyae
apHasnraH. 3epmmey aHomanusinapObl aHblKmay XoHe XasnraH nodumusmepdi azalimy marcbipMmanapbiH
commi opbiHOatimbiH Random Forest, SVM xeHe Logistic Regression anzopummdepiH Kapacmbipaobl.
ModenbOepdi kameeopusinbik beneinep ywiH LabelEncoder xoHe depekmepdi cmaHOapmmay YWiH
StandardScaler natdanaHy cusikmbl meHeepimMciz OepekmepMeH XyMbic icmeyee b6elimdey ornapdbiH
eHiMOdinieiH alimapnbikmal xakcapmyra MyMmKiHOIk 6epdi. «Real-time Internet of Things (RT-loT 2022)»
XubIHMbIFbIHOarbl  Oepekmepdi marnday HeaisiH0e modenb0epdiH dondici MeH mypaKmbibiFbIHbIH
Hemuxernepi ycbiHblFaH. Heaisai Hasap kubepkayinmepdeH, COHbIH iWiHOe akrnapammbiH afbifl KemyiHeH,
DDoS wabysindapbiHaH xXoHe 6acka kayin myprepiHeH Koprayfa barbimmarnraH. Kubepwabybiindapdbi
3epmmeyee apHanfaH apmyprni MawuHanbik OKbimy anz2opummoepiH manday alumapribikmal Hemuxe
kepcemmi. Random Forest KayinmepdiH oepmypni myprepiH Xikmeyde Xofapbl MmypakmbiblK MeH
muimOinikmi Kammamachi3 eme ombIpbir, eH xofapbl 0a10ikmi — 99,86% kepcemmi. SVM kenmezeH Kypoeri
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CbiHbINMapObl 6ackapa ombipbin, 99,29% 0Oendikmi kepcemmi. Logistic Regression KaHarammaHapiiblK
Hamuxenepdi 97,71% OsandikneH kepcemmi, OeceHMeH Kelbip cupek xardalinapda 0sndik memeH 6050kl
Ocnbinatiwa, Random Forest xoHe SVM xorapbl 0ondik neH ceHimOinikmi Kammamacbi3a eme Ombipbir,
Llugbpnbik xylenepdeeai Kayincizdik maricbipmanapbl MeH KubepuwabybindapObl manday YWiH €H XXakcbl
muimOinikmi kepcemmi. bonawakma kayinmepdi dasipek aHbiKmay XoHe manday YwiH mepeH OKbimy
cusikmbl kypdeni adicmepdi eHeidy xocnapnaHyda.

Tydin ce3dep: Kubepwabybin,MawuHanblk OKbimy ansopummoepi,ke3delicoxk opmaH, SVM,
noaucmukarnslk pegpeccusi, RT-10T 2022, wabysindapdbl aHbIKmay.

S. Adilzhanova, M. Kunelbayev, D. Sybanova*
Al-Farabi Kazakh National University,
050040 Republic of Kazakhstan, Almaty, al-Farabi Ave., 71
*e-mail:dsybanovaa@gmail.com

THE USE OF MACHINE LEARNING TO ANALYZE CYBER ATTACKS:
A STUDY BASED ON THE RT-IGOR 2022 DATASET

The article is devoted to the study of the use of machine learning for the analysis of cyber attacks. The
study examines Random Forest, SVM and Logistic Regression algorithms, which successfully cope with the
tasks of detecting anomalies and minimizing false positives. Adapting models to work with unbalanced data,
such as using LabelEncoder for categorical features and StandardScaler for data standardization, has
significantly improved their performance. Based on the analysis of data from the «Real-Time Internet of Things
(RT-IoT 2022)» set, the results of the accuracy and stability of the models are presented. The main focus is
on protecting against cyber threats, including information leaks, DDoS attacks, and other types of threats. An
analysis of various machine learning algorithms for cyberattack research has shown significant results.
Random Forest has demonstrated the highest accuracy — 99,86%, providing high stability and efficiency in
classifying various types of threats. SVM showed an accuracy of 99,29%, coping with most complex classes.
Logistic Regression showed satisfactory results with an accuracy of 97,71%, although in some rare cases the
accuracy was lower. Thus, Random Forest and SVM have demonstrated the best performance for security
and cyberattack analysis tasks in digital systems, providing high accuracy and reliability. In the future, it is
planned to introduce more sophisticated methods, such as deep learning, to more accurately identify and
analyze threats.

Key words: Cyberattack, machine learning algorithms, Random Forest, SVM, Logistic Regression,
RT-10T 2022, attack detection.
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CLUSTERING AND CLASSIFICATION OF DISEASES USING STOCHASTIC
DYNAMIC OPTIMIZATION

Abstract: This study presents a hew approach to the optimization of Natural Language Processing
(NLP) techniques for medical entity recognition and disease classification. By leveraging patient queries and
PubMed article abstracts, the research uses advanced extraction methods to identify biomedical entities and
diseases from medical texts. Diseases are grouped using a combination of TF-IDF and K-means clustering,
and classification models are then applied to predict disease clusters based on known entities. A key
innovation of this work is the use of Stochastic Dynamic Optimization to fine-tune parameters, significantly
enhancing clustering and classification performance.

Experimental results demonstrate that the proposed method improves the accuracy of extraction and
classification, outperforming traditional methods in terms of precision and scalability. This scalable and efficient
approach to biomedical data analysis has the potential to support future clinical decision-making, enable
personalized medicine, and provide valuable healthcare insights, ultimately contributing to improved patient
outcomes and more effective research workflows.

Key words: Machine Learning, Stochastic Dynamic Optimization, Disease clustering, PubMed
abstracts, Medical Entity Recognition, Data Extraction, Healthcare data optimization.

Introduction

The rapid expansion of biomedical literature and the increasing volume of patient-generated
data present significant challenges for healthcare systems. Understanding unstructured medical
texts from the growing medical information becomes an inefficient task for traditional data analysis
methods, which struggle to keep up with expansion rates [1, 2]. The fundamental technology Named
Entity Recognition (NER) encounters difficulties when processing medical entities because medical
language proves complex along with its domain-specific jargon and information presentation
irregularities across medical sources. Medical institutions require modern techniques that produce
scalable evaluations using efficient methods with high accuracy to analyze their extensive healthcare
databases. Current methods fail to build interconnected frameworks, which unite patient-dependent
inquiries with medical contents to provide meaningful results while being easy to interpret. The
existing gap prevents healthcare providers from using personalized and efficient decision-making
approaches during clinical situations.

Our investigation establishes a new medical entity detection system with disease
classification capabilities through the integration of modern extraction tools alongside clustering
algorithms and operation optimization. The alignment between patient queries and disease clusters
creates more precise disease predictions that professionals can easily understand through
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