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BASIC ASPECTS OF SELECTING
AND USING COMMUNICATION PROTOCOLS
FOR A SMART HOME SYSTEM

Annotation: The article considers SMART technology, in particular smart house and basic
communication protocols used for data exchange. Smart house technology additionally bears the name «home
automation». Home automation in modern conditions allows the user or consumer to flexibly manage and
independently configure the system, depending on the requirements of the user. One of the stages of
customization of smart home technology is the selection of communication protocol for data exchange within
the smart home system.

To implement data exchange in smart home technology, it is necessary to properly approach the
choice of communication protocols. Smart home technology uses several types of devices: controllers,
sensors, acoustics. Since not all devices support existing protocols, there are also unique devices that support
several of the existing protocols. There are several protocols used in smart home technology: ZigBee, Z-Wave,
Wi-Fi.

In this article the analysis of two main wireless protocols operating at high frequencies, namely ZigBee
and Z-Wave. Correctly selected protocols implement fast data transmission without loss. In addition, it will be
possible to realize the needs of the user or user, which are set by the system.
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Introduction

In the period of automation of all spheres of human activity, issues of management of
household appliances that provide a comfortable existence of the person, which is defined as the
concept of «Smart House», become relevant. This concept is dynamically developing, as the
technologies that provide it, do not stand still, new devices, devices and gadgets appear to improve
and comfort human life.

The concept of construction and development of «<Smart Home» technology involves the joint
work of all components of the smart home system using wired or wireless communication [1, 2]. The
control of devices included in the «Smart Home» structure can be realized with the help of various
communication devices, including portable, for example, smartphones. In this case, it is not the brand
of smart home devices and their controls that will be decisive, but the protocols between them,
because it is communication protocols that determine the qualitative and quantitative characteristics
of the interaction of components of the hardware and software of the smart home.

Conditions and methods of research

Based on the above, the properly selected protocol of interaction gives the opportunity to
complete the system «Smart Home» with the products of various manufacturers, for example, Xiaomi
security system and Apple video surveillance camera and allows to organize their interaction [3, 4].

Thus, many smart devices support several universal standards and protocols, such as Z-
Wave (Figure 1) and ZigBee (Figure 2).

These protocols are designed specifically for home automation, they provide security and
versatility [4].
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Figure 1 — Organization of work on the Z-Wave protocol
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Figure 2 — ZigBee protocol management

Both protocols belong to the cellular network category, which means that the communication
within them has the possibility of reaching its destination in several ways. They also reduce the
likelihood of failure and ensure safety by ensuring that when a host is damaged, the message is
redirected to the nearest available device within the network. This network algorithm is made
possible by arranging a network in which each device is connected to several other devices.

If you look at the protocols separately, then the Z-Wave (Figure 1) works in the frequency
range up to 1 GHz, and this is convenient, because the potential interference in this band is
significantly less than in the 2.4 GHz frequency range on which Wi-Fi and Bluetooth work. An
additional advantage of the protocols are small time delays when passing short commands [5-8].

The ZigBee protocol, unlike Z-Wave, provides the ability to select a routing algorithm
depending on the network state and program requirements (Figure 2). Like the Z-Wave protocol,
ZigBee provides increased security and low power consumption, which means long-term offline
operation of network devices [9, 10].

Research results

The protocols reviewed are open protocols and are increasingly supported by companies
such as Xiaomi. Alliances have already formed around both protocols, which include manufacturers
of smart home systems. The list of companies is extremely wide, it can be found on official sites Z-
Wave and ZigBee [4-9].

Wireless data transmission technologies Z-Wave and ZigBee are a real find not only for the
«smart home» systems, but also for modern smart devices in general. Solutions for intelligent home
system, combined through Z-Wave and ZigBee protocols, provide huge opportunities for a modern
apartment or private house, as an individual project of the system «smart home» allows you to create
your own rules of interaction between devices with your unique software [4-10].

Discussion of research results.

Thus, we can conclude that the described communication protocols are reliable and
comfortable solutions not only for users, but also developers. The protocol structure provides
sufficient coverage to operate the system over large areas with an ideal signal quality.

Conclusion.

In conclusion, | would like to say that in recent times there have been many multi rotary
controllers that simultaneously combine several wireless technologies of the smart home. Therefore,
manufacturers try to harmonize competing protocols and give users more freedom to create
intelligent home networks. The most popular combination is simultaneous support for Z-Wave,
Zigbee and Bluetooth Smart in one device. Today, the wireless technology market for a smart home
is changing rapidly. Only the requirements for the power consumption of the device, digital security,
network fault tolerance, the device’s anti-interference capability, ease of connection and
interoperability of products of the same communication standard remain unchanged. When choosing
the basis for a smart home, you need to carefully weigh all these factors.
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OCHOBHBIE ACMNEKTbI BbIBOPA U UCMNOJIb3OBAHNA KOMMYHUKALIMOHHbLIX NPOTOKONOB
ansa CUCTEMbI «<YMHbIU AOM»

B cmambe paccmampueaemcsi mexHonoauss SMART, e yacmHocmu ymHbilt dom (SMART HOUSE) u
OCHOBHbIe [POMOKO/bI  C853U, rpuMeHsiemMble Onsi obmeHa OaHHbIMU. TexHonoausi YMHbIU OoM
dornonHUmMernibHO Hocum HauMeHogsaHue «J0oMaluHSs asmomamusayusi»y. [JoMmawHss asmomamu3auyusi 8
COBPEMEHHbIX ycriogusix [o3eosisem ronb3o08amernito  unu  nompebumento 2ubko ynpasnsme U
camocmosimeslbHO Hacmpausambe cucmemy, 8 3asgucumocmu om mpebosaHull nonb3oeamesisi. OOHUM U3
amariog HacmpoUKu mexHonoauu yMHbIlU oM, sierissemcsi 8blbop npomokona ces3u 0nsi obmeHa OaHHbIMU
8Hympu cucmemb! YMHbIU OOM.

[nsa peanusayuu obmeHa 0aHHbIMU 8 MEXHOT02uu YMHbIU O0M, He0bX00UMO npasusibHO Nodolimu K
8bI6Opy NPOmMOoKOoo8 ces3uU. B mexHomoauu yMHbIU OOM UCMOMb3YKMCS HECKOIbKO murog ycmpoucme:
KOHmMposnepbl, 0amyuku, akymamopsl. Tak kak He ece ycmpolcmea rnoddepxusarom cywecmeyrujue
rnpomokosa, Ho bbigatom U yHUKallbHble ycmpolicmea, noddepusaroujue HeCKO/IbKO U3 Cyu,ecmeayoujux
npomokosios. Cyujecmayem HECKOIbLKO MPOMOKOJI08, MPUMEHSIEMbIX 8 MEXHOI02UU yMHbIU domM: ZigBee, Z-
Wave, Wi-Fi.

B daHHoU cmamebe ripou3sedeH aHanu3 d8yx OCHO8HbIX 6ecrpo80OHbIX MPOMOKo1o8, pabomarousux
Ha 8bICOKUX Yacmomax, a umeHHo ZigBee u Z-Wave. llpasunbHO 8bibpaHHbie MpOmOKObl peanusyrom
bbicmpyto nepedaydy OaHHbIx 6e3 nomepb. Kpome amoeo, no3eonsm pearnu3oeamb rnompebHocmu
ronb3o08amerns unu nompebumers, KOMopbie 3adarmcsi cucmeme.

Knroyeenie cnoea: npomokon, Z-Wave, ZigBee, 6ecrnpogodHble mexHonoauu, yMHbIUO OoM,
domalHss1 asmomMamu3ayusi.
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AKbINAbl YW XXYWUECI YLUIH BAUITAHBIC XATTAMANAPbLIH TAHOAY MEH NANOANAHYAObIH
HErI3r ACMNEKTINEPI
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Makanada SMART mexHonozusinapbl, aman alimkaHda, akblidbl yU mexHonoeusicbi (SMART
HOUSE) xoHe depekmep anmacy ywiH KorndaHbliamblH Hezizei 6alnaHbic xammamarnapbl marskbliaHaosbl.
AKbInObl Yl mexHonoeausickl «yloi asmomammaHObIpy» 0e2eH amreH Oe 6eneini. 3amaHayu xardalnapoa
yloi asmomammaHObIpy naudanaHywbira Hemece mymbiHyWwbiFra natdanaHyWwsiHbIH mananmapbiHa
batinaHbicmebl XxylteHi ukemdi backapyra xoHe depbec KoHgbuaypayusinayra MyMkiHOik 6epedi. AKbiniObl yU
MmeXxHOsI02UsICbIH OpHamy KeseHOepiHiH bGipi- cmapm yi XyleciHOe Oepekmep anmacy ywiH balinaHbic
xammawmacbkiH maHday 6071bir mabbinadsi.

Akbindbl yli mexHonoeausicbiHOa depekmep anmacyObl Xy3eze achipy YywiH OypbiC balnaHbiC
npomokondapbiH maHlay Kaxemminiei mybiHOaldbl. AKblndbl Yyl MexHOI02UsChl KypblnfblnapObiH bipHewe
mypiH natdanaHalbl: KOHMPOsepnep, ceHcopnap, akymamopnap. ©UmkeHi baprbiK Kypbinsbinap bipded
KondaHbicmarbl 6ap xammamanapObl kKondali 6epmelidi, 6ipak bipHewe npomokondapdsl KondalumsiH
YHUKanObl Kypbinfbiiap O0a 6ap. AKbiidObl yU mexHomnoausicbl bipHewe xammamanapObi natdasiaHaosbi:
ZigBee, Z-Wave, Wi-Fi.

byn makanada ZigBee xoHe Z-Wave cusikmbl Xofapbi Xuinikmepoe XyMbiC icmelmiH eki Heaisei
CbIMCbI3 xammamarsnap marndaHadbl. [ypbic maHOanraH xammamasiap 0epekmepdi xoranmnad, Xbiidam
macbimandayobl Xy3eze acbipadbl. CoHbIMEH Kamap, onap Xyuede KepceminzeH nalidanaHywbl HeMece
mymbIHy Wbl KaxXxemmirnikmepiH Xy3eae acbipyra MyMKiHOik 6epedi.

TyldiH ce3dep: xammama, Z-Wave, ZigBee, cbiMcbi3 mexHonozusinap, akbiidbl yd, yuoi
asmomammarobipy.
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