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AUTOMATION OF DATA ANALYSIS USING ARTIFICIAL INTELLIGENCE METHODS

Annotation: The article discusses modern approaches to automating data analysis using artificial
intelligence (Al) methods. With the rapid growth of data volumes entering various systems, their analysis and
processing are becoming a complex task. Automating these processes with Al allows us to increase the
efficiency and accuracy of data analysis, minimize the human factor, and speed up decision-making. The
article discusses machine learning and deep learning methods used to automate data analysis, as well as
examples of their application in various industries, such as finance, medicine, industry, and marketing.
Particular attention is paid to the advantages and limitations of existing approaches, as well as prospects for
their further development. The article discusses in detail the conditions and methods of research aimed at
studying and evaluating the effectiveness of various Al models in automating data analysis. The obtained
results are analyzed and prospects for further development of Al technologies in this area are discussed. The
study emphasizes the importance of interpretability of Al models, the need to develop hew methods that can
effectively work with limited and noisy data, as well as reducing the computational costs associated with their
use.

Key words: automation of data analysis, artificial intelligence, machine learning, deep learning, big
data, intelligent systems.

Introduction

With the development of digital technologies, the volume of data generated by various
devices and systems continues to grow exponentially. According to experts, by 2025, the amount of
data in the world will reach 175 zettabytes (ZB) [1]. In this regard, the need for effective methods of
analyzing and processing information increases. Traditional approaches to data analysis do not
always cope with such volumes, which leads to the need to automate the data analysis process.

Artificial intelligence methods, especially machine learning (ML) and deep learning (DL),
open up new opportunities for automating data analysis. They allow you to create models that can
independently learn from data and make predictions with high accuracy [2]. These methods have
already found wide application in various industries, including finance, healthcare, industry and
marketing.

The purpose of this article is to review modern methods of automating data analysis using
Al, as well as discuss their advantages, limitations and development prospects.

Research Setting and Methods

For the analysis, various approaches and methods for automating data analysis were studied,
including classical machine learning algorithms such as linear regression, decision trees, and
random forests [3], as well as more modern approaches using neural networks and deep learning
[4]. To evaluate the effectiveness of these methods, data from various sources were used, including
open datasets from the fields of finance, medicine, and industry [5].

The Python and R programming languages were used for data analysis, as well as
specialized libraries such as TensorFlow and PyTorch for working with neural networks [6]. The
metrics for assessing the quality of the models included accuracy, recall, F-measure, and ROC
curves.

ISSN 2788-7995 (Print) Becrruk yuusepcurera [lakapuma. Texunueckue nayku Ne 3(15) 2024 37
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 3(15) 2024


mailto:aktaeverikwork@gmail.com
mailto:park.pavel04@gmail.com

The study was conducted based on the following conditions:

Study Objects: The study objects were diverse datasets from various industries such as
finance, medicine, manufacturing, and marketing. These datasets included structured and
unstructured data, images, texts, and numeric data. Examples of such datasets include financial
transactions, medical images (e.g., MRI or X-ray), industrial sensory data, and customer reviews.
Selection of Al methods: The study used both traditional machine learning methods (e.g., linear
regression, decision trees, random forests) and more modern deep learning methods (e.g.,
convolutional neural networks (CNNSs), recurrent neural networks (RNNs), transformers).

Technical resources: The study was conducted using high-performance computing
resources, including graphics processing units (GPUSs) to accelerate the training of deep learning
models. This allowed for experiments with large amounts of data and complex models that require
significant computing power.

Software tools: Modern software tools and libraries such as Python and R, as well as
specialized libraries for working with Al and machine learning: TensorFlow, Keras, PyTorch, Scikit-
Learn and others were used to develop and train the models.

The study included several key steps related to the automation of data analysis using Al

methods:
Data collection and preprocessing: This step involved collecting data from various sources (e.g.
Kaggle, UCI Machine Learning Repository) and preprocessing it, including cleaning, normalizing,
and transforming the data into formats suitable for use in machine and deep learning models. This
included handling missing values, removing outliers, categorizing, and scaling features.

Model development and training: For each type of data, appropriate models were developed
and trained. For example, recurrent neural networks (RNNs) were used for time series analysis,
convolutional neural networks (CNNSs) for image classification, and transformer-based models (e.g.
BERT) for text analysis. The models were trained on training datasets, and their hyperparameters
were selected using grid search or Bayesian optimization methods.

Model Quality Assessment: Trained models were evaluated on test datasets using various
metrics such as accuracy, recall, F1-score, and area under the ROC curve (AUC-ROC). Cross-
validation methods were used to assess the models’ resistance to overfitting.

Analysis and Interpretation of Results: At this stage, the obtained results were analyzed to
identify patterns and test hypotheses. Interpretable Al methods (e.g., LIME, SHAP) were used to
interpret the models and explain their predictions, which made it possible to understand which
features most strongly influence the model’'s decisions.

Testing and Implementation: At the final stage, the models were tested in conditions close to
real ones in order to assess their performance and reliability. For models that showed high results,
prototypes were developed for implementation in production systems.

Efficiency Analysis and Optimization: After the models were implemented, their efficiency
was analyzed in real conditions. To achieve this, A/B testing and monitoring methods were used to
assess the impact of data analysis automation on processes and identify potential areas for further
improvement and optimization.

Research Results

The results of the study showed that Al methods, especially deep learning, can significantly
improve the accuracy and speed of data analysis compared to traditional methods. For example, in
medicine, neural networks have shown excellent results in image recognition and diagnosis of
diseases such as cancer. In finance, machine learning methods have improved risk prediction and
fraud detection [7].

In addition, it has been found that the automation of data analysis using Al can significantly
reduce the time it takes to process and analyze large amounts of data. In industry, this leads to
increased efficiency of production processes and reduced costs.

In industry, automated data analysis using Al has found application in the tasks of predicting
equipment failures and optimizing production processes. A study by Lee et al. (2013) describes the
use of machine learning to predict equipment failures on production lines, which allows for preventive
maintenance before problems occur [8]. The use of predictive analysis algorithms, such as
regression models and neural networks, has increased the accuracy of failure prediction to 90%.
This significantly reduces equipment downtime and repair costs.

In addition, automated data analysis has helped improve quality control processes. The use
of CNN for automatic inspection and defect analysis on production lines has reduced the number of
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defects by 25% and improved product quality. Such improvements were achieved due to the ability
to analyze high-resolution images and detect small defects that are difficult to notice with the naked
eye.

Discussion of scientific results

The results obtained confirm the effectiveness of using Al to automate data analysis in
various industries. However, despite the obvious advantages, there are also certain limitations.
Firstly, the implementation of Al requires significant computing resources and highly qualified
specialists. Secondly, Al algorithms can be subject to errors and distortions in data, which requires
constant monitoring and adjustment of models [9].

In the future, we can expect further development of Al methods, including improved learning

algorithms, increased interpretability of models, and reduced computational costs. It is also important
to consider the ethical aspects of Al application, including privacy and data protection issues.
The results of this study confirm the significant potential of artificial intelligence (Al) methods in
automating data analysis. The discussion of these results allows us not only to evaluate current
achievements, but also to identify the prospects, challenges, and limitations faced by the use of Al
in various industries. Below is a detailed discussion of the key aspects.

1. Accuracy and performance of Al methods

The main results show that Al methods, such as machine and deep learning, significantly
improve the accuracy and speed of data analysis. In particular, the use of convolutional neural
networks (CNN) in medicine has demonstrated impressive accuracy in diagnosing diseases based
on images, comparable to the results obtained by qualified dermatologists [10]. This opens up new
opportunities for automating diagnostics and early detection of diseases, which is especially
important in the context of a shortage of medical personnel and the need to process large volumes
of data.

On the other hand, despite the high accuracy, the use of Al in medicine requires strict control
and validation to avoid errors that can lead to negative consequences for patients. This highlights
the importance of developments in interpretable Al, where methods such as LIME and SHAP make
it possible to explain model predictions and make them more transparent to users .

2. Application of Al in Finance

In the financial sector, the use of machine learning algorithms for fraud detection and risk
management has also proven to be effective. Algorithms such as random forests and gradient
boosting can significantly improve the accuracy of fraudulent transaction detection and reduce false
positives. This not only helps financial institutions protect themselves from losses, but also improves
customer experience by reducing unnecessary transaction blocking.

However, the implementation of Al in finance also faces challenges related to model
interpretation and regulatory compliance. Financial regulators require companies to explain
automated decisions, especially in cases of loan or other financial product denials. This requires
additional research and development in the field of creating transparent and interpretable models
that are not only effective but also compliant with legal requirements and ethical standards.

3. Optimization of production processes

In industry, Al has demonstrated significant success in predicting equipment failures and
optimizing production processes. The use of predictive analysis methods such as regression models
and neural networks allows for early detection of potential faults and maintenance planning, which
reduces equipment downtime and repair costs. In addition, automation of quality control using CNNs
enables more accurate detection of defects on production lines, which leads to improved product
guality and reduced losses [11].

However, the implementation of Al in production processes requires significant investments
in infrastructure and personnel training. It is important to consider that the successful application of
Al depends not only on the quality of models and data, but also on the company’s readiness for
organizational change and the adaptation of new technologies. This highlights the importance of
strategic planning and change management when implementing Al in manufacturing.

4. Limitations and Challenges

Despite significant advances, there are certain limitations and challenges in applying Al to
automate data analysis:

Need for high-quality data: Training effective Al models requires a large amount of high-
guality data. Insufficient data or poor quality data can result in models with low accuracy and
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reliability. This is especially true for industries where data collection is difficult or the data contains a
lot of noise and outliers.

High computational costs: Training complex deep learning models requires significant
computing resources, such as graphics processing units (GPUS) or tensor processing units (TPUS).
This creates barriers for small and medium-sized companies that may not have access to such
resources.

Ethical and legal aspects: The implementation of Al raises questions of ethics and data
privacy, especially in sensitive areas such as medicine and finance. The need to protect data and
ensure the fairness of algorithms is becoming an important aspect in the development and
application of Al [12].

5. Prospects and directions for further research

The results of this study highlight the need for further developments in the field of
interpretable Al, which will improve the transparency and explainability of model decisions, which is
especially important in critical industries. In addition, an important direction is the development of
methods that can effectively work with.

Conclusion

Automation of data analysis using artificial intelligence methods opens up new opportunities
for efficient and accurate analysis of large volumes of information. This article has reviewed the main
Al methods, their advantages and limitations, as well as application examples in various industries.
Despite the existing challenges, further development of Al technologies promises significant
improvements in the field of data analysis automation.

Future developments in Al technologies will focus on improving learning algorithms, reducing
computational costs, and increasing the interpretability of models. One of the key areas of research
is to create models that are more robust to noise and data distortions, which will allow Al to be
applied in real-world settings with even greater efficiency [13]. We should also expect the emergence
of more advanced methods for processing and analyzing unstructured data, such as texts and
images, which will open up new opportunities for automating data analysis in various industries.

In conclusion, the automation of data analysis using artificial intelligence methods is a
powerful tool that is already having a significant impact on various industries and fields of activity.
However, to maximize the potential of Al, it is necessary to consider both the technical and ethical
aspects of its application, ensuring sustainable and responsible development of technologies in the
future.
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ABTOMATU3ALUNA AHATTU3A OAHHBIX C NCMOJIb3OBAHMEM METOLOB
MCKYCCTBEHHOIO UHTENJIEKTA

B cmambe paccmampusaromcsi cogpeMeHHble no0xo0bl K asmomamu3ayuu aHanu3da OaHHbIX C
ucronb308aHueM Memo0Oo8 UCKYyCcCmeeHHO20 uHmesnnekma (M), B ycnosusix cmpemumenibHo20 pocma
06Bbemo8 OaHHbIX, ocmynaruux 8 pasfuyHble cUCMeMbl, UX aHanu3 u obpabomka cmaHo8ImMCs COXHOU
3adavel. Aemomamu3ayusi 3mux Mpoyeccos ¢ rnomowbio UM nossonsgem nosbicumb 3¢hgheKmueHOCMb U
MoYyHoCMb aHasu3a 0aHHbIX, MUHUMU3UPOB8amb YerioeeqyecKull ¢hakmop U yCKopums nMpuHsamue peweHud. B
cmambe obcyxdaomesi Memodbl MauwluHHO20 0byyeHuUsT U enybuHHO20 O06y4YeHusl, UCMofb3yemble Ofis
asmomamu3sayuu aHanusa 0aHHbIX, @ makxe fMpuMepbl UX MPUMEHEHUS 8 Pa3/iuYHbIX OmMpacsisiX, makux Kak
uHaHcbl, MeduyuHa, NPoMbIWITIEHHOCMb U MapkemuHa. Ocoboe eHUMaHuUe ydernsemcs npeuMmyuwjecmsam u
Oe2paHu4YeHUsIM cyuwiecmsyrouwux nodxodos, a makxe nepcrnekmuesam ux danbHeliweao pazsumus. B cmambe
noOpobHO paccmampugaromcsi ycriogusi U MemoOdbl UcC1ed08aHUSs, HarpaeseHHbIe Ha U3yYeHUe U OUEHKY
agbgbekmusHocmu pa3snuyHbix modeneld MM e asemomamu3sayuu aHanu3da OaHHbIX. [lposodumcs aHanu3
rofy4eHHbIX pe3ynbmamos u obcyxdatomcs nepcriekmuesi danbHelwez0 pa3sumus mexHonoaul N e
amol obnacmu. WccnedosaHue odyepkusaem 8axHOCmb UHMeprnpemupyemocmu modeneld WU,
Heobxodumocmu pa3pabomku HO8bIX Memod08, CriocobHbIX 3¢ghghekmueHo pabomamb C 02paHUYEeHHbIMU U
WYMHbIMU OaHHbIMU, @ MakKXe CHUXEHUS 8bI4UCIIUMESIbHbIX 3ampam, C85i3aHHbIX C UX MPUMEHEHUEM.

Knroyesnie csioea: asmomamu3sayusi aHanu3a OaHHbIX, UCKYCCMEBEHHbIU UHMEesNIeKm, MalluHHOe
obyy4eHue, eriybuHHoe 0by4eHue, bonbwue OaHHbIe, UHMesIeKmyalbHble CUCMeMbI.
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XXACAHObI MHTENNEKTTIK 8QICTEPAI NAWOANAHATbIH OEPEKTEPAI TANOAYAbI
ABTOMATTAHAbIPY

Makanada xacaHObl uHmennekm (Al) adicmepiH nalidanaHa ombipbin, depekmepdi mandayodbi
asmomammaHObIpyObiH 3amaHayu macindepi markbinaHadbl. Opmypni xytenepae mycemid Oepekmep
KerneMiHiH xblridam ecyimeH onapdbl manday xoHe eHOey Kypderni miHOemke altiHanadel. byn npoyecmepdi
Al kemezimeH asmomammaHObipy depekmepdi mandayObiH muimdiniai meH dsandiciH xakcapmadsbl, adam
KameciH asalmadbl xoHe wewiM Kabbindayobl xbindamdamaldbl. Makanada Oepekmepdi mandayosi
asmomammaHObIpy YWiH KondaHblnambiH MawuHarblK OKbImy XoHe mepeH OKbimy adicmepi, coHdal-akK
onapdbl Kapxbl, MeduyuHa, eHOipic xeHe MapKemuHa cusiKmbl epmypri cananapda KondaHy Mbicandapebl
Kapacmbipbinadbl. KondaHbicmarbl macindepdiH apmbIKWbIIbIKMapbl MeH wekmeynepiHe, coHOal-ak
onapdbl 0daH opi Oambimy nepcriekmuseanapbiHa epekwe Hasap aydapbinadbl. Makanada depekmepli
mandaydbl asmomammaHObipyda spmypni Al modenbdepiHiH muimdiniciH 3epmmeyze xoHe baranayra
barbimmanrad wapmmap MeH 3epmmey oadicmepi eaxel-meaxelni Kapacmblpbinadbl. ArnbiHFaH
Hamuxesnep mandaHalbl XoHe ocbl canadarbl Al mexHonoausinapbiH o0aH api dambimy nepcrnekmuesanapbl
marnkbinaHadel. 3epmmey Al yneinepiHiH uHmepnpemayusinaHybiHbiH MaHbI30bIbIFbIH, WeKmMeyni xoHe
wynbl 8epekmepmeH muimdi Xymbic icmel anambiH xaHa a0icmepdi a3ipriey KaxemminiziH xoHe onapdsbl
natiGanaHymeH balinaHbicmbl ecenmey WhbifbiHOapbiH asalimyodbl kepcemeoi.

Tytin ce3dep: depekmepdi mandayObl asmomammaHObIpy, XacaHObl UHMENNeKM, MawUuHasbIK
OKbImy, mepeH OKbImy, yrIKkeH 0epekmep, UHmersnnekmyanosbl xyuenep.
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3EPTTEY APKblJ1bl KWBEPKAYINTEPAI AHbIKTAY

AHOamna: >Kymbicma kubepkayinmepdi aHbiKmay YWiH KorndaHblnambiH areymemmik xxeninepoi
mandayobiH Heeizai adicmepiHe wony 6epinzeH. ©neymemmik xeninepdeai KayinmepdiH Heeidai mypnepi
KepceminzeH xoHe onapObiH andbiH anyObiH Kelbip Kopray adicmepi cunammarnfaH. Kubepkayinmepdi
aHbiKmayfra barbimmarnraH aneyMmemmik xeniHi mandayObiH murnmik MiHOemmepi, Mbicanbl, Xxesideai
KaybiMOacmbikmapObl aHbikmay, KaybiMOacmbikmapOarbl Kewbacwbiiap MeH capanwbinapObl aHbiKmay,
KaybiMOacmbikmapObiH —mypakmbiibifblH manday, MemiHOIK aknapammsl Krnacmeprey xoHe m.6.
HuceppnaHObipydbl ynralmy xoHe orneymemmik xXeninepdi KOMMyHukauusi Kypasnbi pemiHOe 6ernceHOi
natianaHy xardalbiHOa kubepkayirncisfikmi kammamachsi3 emy yWwiH muiMO0i MOHUMOPUHe neH depekmepoi
mandayObiH MaHbi30bibifbl bapraH calibiH e3ekmi 6ona mycyde. ©neymemmik xeninepdeai 0epekmepoiH
Y/IKeH KenemiH eHOeyeze baliiaHbicmbl KypOesinikmep MeH KUbIHObIKMap, COHbIH iWIiHOe KynusmbiiblK
macenenepi MeH natidanaHywsl OepekmepiH bakbinayObiH smukanbiK acrekminepi e marndaHalbl.
3epmmey aneymemmik xeniHi kubepkayinmepdi 6ernceHdi mypde aHbiKmay xoHe arndbiH arny Kyparbl
pemiHde nalidanaHyOblH mymac KepiHiCiH YCbIHaObl, aHanumukansiK xylenepdi ylibiMOap MeH Xeke
mynranapObiH xanmnbl Kubepkayincizdik weHbepiHe 6ipikmipydiH MaHbI30bINbIFbIH Kepcemedi. S3epmmey
aneymemmik xeniHi kubepkayinmepdi 6ericeHOi aHbIKmay xoHe andblH any Kyparsbl pemiHoe natidanaHyObiH
mymac KepiHiciH 6epedi, aHanumukasnbiK xytenepdi ylUbiMOap MeH Xeke mynranapObiH Xarsmbl
Kkubepkayincisfik ycmaHbiMbiHa 6ipikmipydiH MaHbI30bINbIFbIH Kepcemedi, COHbIMEH b6ip2e MaliuHabIK
OKbIMyObl XaKcapmy KaxemminiciHe Hasap aydapalbl xoHe caHObIK opmadarbl KayinmepOliH andbiH any MeH
b6elimapanmaHOobIpyObiH muimlipek 6ornybiHa biKnaa eme anambiH natdanaHyuwbl MiHE3-KYJIKbIH XoHe
KaybIMAacmbik QUHaMUKachbIH MepeHipek xoHe Oaripek mandayra apHarfaH )xacaHObl UHmMersiekm adicmepi.

Tylin ce3dep: aneymemmik xeniHi manday, ¢uwuHe, Kubepkayinmep, kewbacwbiHbl aHbIKmay
adicmepi, aknapammsiH whbifybl, Advanced Persistent Threat (APT) wabysindapsi.

Kipicne

OneyMeTTIK XeninepaiH, KapkblHAbI AaMybl XXeHE onapAblH, ManimeTTepai XuHakray kabineTi
onapablH aHanuMTUKacbiHa AereH Kbi3blFyLbIfblKTbl apTThipAbl XXoHe TanaHTTapAabl MeMAEHY, Kacibn
TONTACTbIPY, ONEYMETTIK YCbIHbICTApP, MApPKETUHI, KOFaMMeEH GannaHbIC XaHEe >KapHama CUSIKTbI
KenTereH cananapga KongaHblnaTbliH KaHa aAiCTepai »acayfa blknan eTTi. OneyMeTTiK >XeniHi
Tangay Kasipri yakblTTa 3KOHOMMKanbIK oHe OackapylbifblK npouectep MeH KybbinbicTapapl
3epTTey ywiH 6encenai Typae kongaHoinagbl. CoHgan-ak on xxeke 6acbiH ypnaymeH, MHTEpPHEeT-
anasikTbIKneH, kmbepkayinTepmeH, 6aranbl karasgapMeH anna-apfbl XKacay XeHe UHBECTULMAIbIK
anasikTblKMNEeH Kypecy YLiH, COHAan-aK KbINMbICTbIH angblH any xaHe 6acka ga ocbifaH ykcac
Macenenepai wewy yuwid kongaHeinags! [1].

OcbifaH 0GarnaHbICTbl aneyMeTTiK XKeninep aknapaTTblk ©piCKe >xaHe agamMaapablH,
NCMXONOrnsiCbiHa acep eTy YLiH kebipek kongaHbinagbl. Onap KoFamablk Nikipai kanbinTacTbipyaa,
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